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Abstract—In this paper, we propose and analyze an in-packet a system where having separate capabilities is unnecessary

Bloom-filter-based source-routing architecture resistah to Dis-
tributed Denial-of-Service attacks. The approach is basedn for-
warding identifiers that act simultaneously as path designtors,
i.e. define which path the packet should take, and as capakiks,
i.e. effectively allowing the forwarding nodes along the pth
to enforce a security policy where only explicitly authorizd
packets are forwarded. The compact representation is basedn
a small Bloom filter whose candidate elements (i.e. link nans
are dynamically computed at packet forwarding time using a
loosely synchonized time-based shared secret and additianin-
packet flow information (e.g., invariant packet contents). The
capabilities are thus expirable and flow-dependent, but do ot
require any per-flow network state or memory look-ups, which
have been traded-off for additional, though amenable, pepacket
computation. Our preliminary security analysis suggeststat the
self-routing capabilities can be an effective building blok towards
DDoS-resistant network architectures.

I. INTRODUCTION

as with our iBF-based forwarding identifiers it becomes com-
putationally hard to extract path information for consting
new capabilities, without insider help.

Addressing Denial-of-Capability (DoC) attacks [2], which
aim at preventing new (legitimate) capability-setup paske
from reaching the destination by overwhelming the system
with capability requests, is out of scope of this work. Reécen
work has shown effective means to mitigate DoC attacks. For
instance, in addition to treating capability request p&clees
best-effort packets [1], [22], the system can allocate cxar
link bandwidth for connection establishment packets based
per-computation fairness (cf. Portcullis puzzle systerd])[1
or by allowing a well provisioned third party service to
act as capability service [19]. Depending on the needs of
the service to be contacted, such third party may require
cryptographic identity verification, monetary payment or a

An old gquestion is whether routing should happen in a hoguarantee, or require a user to solve a hard Al problems
by-hop manner or as source routing. With the proliferatiog.g. CAPTCHAS [18].
of the Internet, hierarchical hop-by-hop routing won thg.da Our approach differs from existing capability-based syste
Unfortunately, that came with a price: the network servés that (1) the capability has fixed size independent of the
more the sender than the receiver. The hop-by-hop approacimber of hops, (2) the capability acts also asfarwarding
makes its best to deliver a packet to the destination, whethgentifier in a stateless fashion with no forwarding table
the receiver wants to receive it or not, opening a venue flokups, and (3) the system sulticastfriendly.
unwanted traffic. Various remedies, such as firewalls, deepThe rest of this paper is organized as follows. In Sec. 2,
packet inspection (DPI), and explicit capabilities, haeet we briefly recap the LIPSIN forwarding approach and discuss

proposed to address the problem, with variable success.

associated DoS vulnerabilities. In Sec. 3, we describe our

Network capabilities, as introduced by Anderson et al. [1proposed DDoS-resistant enhancements. Sec. 4 contains a
are architectural approaches that enable secure sta®metitistical analysis of the DDoS-resistance propertieSec. 5,
attached to packets, allowing routers to easily check ifak@a we briefly discuss related work, concluding the paper in 8ec.
has been approved by the receiver. They are typically based o

cryptographic approaches that enable routers to verifigtac

Il. BACKGROUND

in a stateless way, though some statements, such as thoi‘?sing the approach of [16], we divide networking into three

related to a maximum bandwidth, do require state [24]. Wh

mponents: rendezvous [17], topology [25], and forward-

capabilities are required, any prospective sender must ﬁﬁg [10]. The rendezvous is responsible for matching sairce

retrieve a suitable capability, either directly from theeier

and sinks and for instructing the rest of the system. From

(using explicit bandwidth reserved for that), out of band, Ghe security point of view, it acts as a capability distribat

through a trusted third party [19].

In this paper, we present a system where there is no n

to have capabilities separate from forwarding identifi@es;

where the capabilities work as a forwarding identifier an
vice versa. Building upon LIPSIN [10], a native multicast

forwarding method based an-packet Bloom filters (iBF)we

center [19], [5]. The division between the topology and the

GFSRNarding components is similar to those of the routing

as a service proposal [12] and the direct network control
pproaches, such as 4D [23]. We believe such a division can

1There is a practical upper limit (6 40) for the number of hops; see [10]

introduce a DDoS resistant forwarding service. We constru6r a detailed analysis.



Topology: zFilter formation possibility of false positives; their probability rises asre
IF 1-2 IF S-1
00100001 00001001

N — links are included in the iBF.

IF 1-2:00100001 The Link ID Tag (LIT) mechanism, also described in [10],
\ provides control over the false positives by definihdifferent
_ 2Fier:00101001 —(2 }>(- ) — names for each outgoing link. Consequently, any given deliv
[L0ofof0ol_[Topic D] _DATA] ery tree can be described withdifferent iBFs, each of them
[ i— having different bit patterns. This allows iBF selectiorsea
Matchsgﬁgcgw J [ Source |1 s-1]——1F 1-3] NEEEI"’— on different criteria, such as fewer false positives.
IF 1-2
Interface| Link ID - B. Remaining forwarding vulnerabilities
IFS-I | 0000100l Interface| Link 1D .
IF1-1 | 0100000I There appears to be a few vulnerabilities that the basic

IF -2 00100001
IF I-3 10000100

LIPSIN approach, and any naive source routing forwarding
scheme, does not protect from. First, while a given zFilter
works only from its source to its sink(s), the same zFilten ca
be used also for other traffic that what it was meant for. We cal
this a zFilter replay attack Second, while the used encoding
be achieved with a (distributed) topology service, simttar helps to hide the link identifiers, correlation between iBFs
the Path Computation Entity (PCE) [8] in (G)MPLS. is still possible, creating @omputational attacksee below.
Within this networking model, there are three main avenud$ird, while each zFilter is directly usable only by the sorur
for Distributed Denial-of-Service (DDoS) attacks. (1) Ak a and anyen-routenodes, if an attacker can figure out another
tacker may try to attack ’legitimately’, i.e. through remseus ZzFilter that passes through any of the en-route nodes, it can
(gaining one or more forwarding identifiers). (2) An attackenject traffic to the delivery tree.
may try to overload the rendezvous system with excessln the computational attack, an attacker collects valid,
requests. (3) The attacker may try to guess or constructedated zFilters and analyses them. Wherever the bit patter
forwarding identifier so that it can overload the targethwiit are similar among a group of zFilters, it is likely that any
receiving help from the rendezvous or topology componentgoccurring bits represent a partial graph common to those
In this paper, we focus on the last one, relying on existirgfilters. Hence, knowledge over a large number(sdurce,
work on capability-based systems, over provisioning, arfnk(s), zFilte} triples may allow an attacker to create valid
contractual relationships to solve the former two [1], [22FFilters towards a target. By merging correlation pairsrfro
[14]. Additionally, we exclude insider threats (e.g., Byiae multiple sites (e.g., using bots), DDoS attacks might well b

Fig. 1. zFilter creation and forwarding in LIPSIN.

routers), leaving them for future work. possible. While the introduction of the LIT constructionkea
) _ this attack computationally more expensive, especiallgnvh
A. The LIPSIN forwarding mechanism d is large, the attack appears to remain practical.

The LIPSIN [10] forwarding solution does not name nodes To analyse the difference between the original zFilter pro-
or interfaces. Instead, links are named, separately in dach posal and our proposal, we introduce a formal security model
rection. Consequently, each forwarding identifier is esalyy  in Sec. IV. There we evaluate a few attacks in terms of success
a set of Link IDs, denoting a delivery tree or a path compressprobabilities and associated costs.
as a Bloom filter [4] called zFilter.

In practise, each Link ID is am-bit long string withk bits
set to one, witht < m, andm relatively large. This makes To address the above-described security problems (and
Link IDs statistically unique. For instance, with = 256 and potentially other, still undiscovered ones), we now pr@os
k =5, we getx~ m!/(m — k)! ~ 10'2 different Link IDs. a system in which the link names are periodically changed

The Link IDs are used at two distinct instances. First, tand tied to the path and to an upper layer flow identifier. By
construct a zFilter for a given delivery tre, the topology this we mean an identifier that upper layer, e.g. transpegs u
component takes a binary OR over the IDs of the links formirtg identify packets belonging to different applicationsheT
the tree (see Fig. 1). The resulting zFiltéy is then passed to link names (and consequently the zFilters) are tied to upper
the source, allowing it to send packets along the delivezg trlayer flow identifiers to ensure that only packets belonging t
using the zFilter as the forwarding identifier. Second, whdtow requested or approved by some application is delivered.
a forwarding node receives a packet, it needs to determifiee flow identifier can, but does not need to, be based on
where to forward the packet to. For each outgoing binkhe [P addresses. Any identifier that upper layers decide to use
node checks if the zFilteZ containsls in those bit positions suffices e.g., topic ID in pub/sub systems.
where the Link IDL,, does. If so, the node forwards the packet Instead of relying on a set of pre-defined (but perhaps time-
along that link; i.e., i ZrAL,) = L,, then forward the packet dependent) names for each link, our solution is based on
overo. If the zFilter contains multiple outgoing Link IDs, thendynamically computing link names depending on the packet
the packet is forwarded to each of them, resulting in muticacontents, the path the packet is taking, and perhaps other
Also, as is well known, using Bloom filters introduces theontext-dependent parameters.

Ill. SECURE IN-PACKET BLOOM FILTERS



I3 single forwarding node using the key and to the maximum
Out port # . time of jAt.
Inport# | & ¢ o otion Finally, as Z takes in both theoutgoing and incoming
ABWD L} function I interface indices as inputs, any given zFilter is tightlyubd
. d to the corresponding forwarding path or delivery tree. That
el is, this feature blocks the injection attack, preventinigpzith
Packet uT attackers from sending data towards a delivery tree evéeyf t
d know both the Flow ID and the zFilter. Additionally, inclumdj

the incoming interface index as an input-parameter allesu®u
introducevirtual interfaceswithin forwarding nodes, thereby
enabling on-path services.
[fr 11— Secure iBF generation:ldentical to the LIPSIN approach,
we expect the topology component to generate a zFilter as a
result of a path formation request. Using the Flow 1rom
the request, the current secret kei$(¢t) and the required
interfaces from the nodes in the computed network graph
(cf. [8], [12]), the topology component applies for each
d. Note that as partial results can be easily combined, this
operation may be distributed along multiple (e.g., per-dion
topology components. Given the findlcandidate iBFs, the
topology component picks the best one and hands it over to
the source. Section IlI-B elaborates on how zFilters umate
can be pre-computed, requested by receivers, and redisiib
to sources evenAt seconds.

The key idea of the z-Formation is to enable forwarding Secure iBF forwarding: When a data packet arrives at a
decisions in a completely dynamic, computational fashidorwarding node, the node extraafsand I from the packet.
where the iBF, the packet content, and the processing dastexWith 7, d, the incoming interface index, and the currént(t)
used to determine where the packet should be forwarded, if(plus optional;j older) value(s), it computes the LIT for each
all. Instead of maintaining a fixed forwarding table conitain outgoing link. If the iBF matches the on-the-fly generated
the Link IDs (or LITs) for each outgoing interface, the- LIT, the packet is forwarded along the interface. Dynami€ LI
Formationdynamically computes the names of the candidat®mputation can be easily done in parallel for each interfac
links on a packet-basis. A functiofi computes the LITs using Note that forwarding nodes are freed from storing any per-
(i) some in-packet informatioh (a Flow ID), (ii) a periodically flow state or traditional FIB table lookups. Only teeedof the
changing secrei, (iii) the incoming and outgoing interface secret K and the current accepted values need to be maidtaine
indices (In,Out), and (iv) the Link ID Tag indexd (see Z-function implementation: The Z-function can be im-
dynamic LIT computation in Fig. 2). As in LIPSIN, also heregplemented as a stream-cipher-like construction, tailoi@d
each LITO = Z(I, K(t;), In,Out,d) is a Bloom mask ofn  give constantly outs k 1-bits instead of the usual average
bits. As the zFilter is now constructed using these dynamié ~ m/2 1-bits. Internally, the function may resemble a
LITs instead of static LITs, the resulting zFilter becomekeystream generator, initialized with a combination of the
additionally bound to the Flow ID, a specific time periodyalues K, I,d, In,Out. As typical stream ciphers can be
and the input port. Especially, having the Flow IDas an implemented in hardware with only a few shift registers and
input parameter ties the given zFilter to only those packdtgjic gates (see e.g. [9], [21]), we surmise that the needed
carrying the specified Flow ID, which, for example, makesircuit could work at full OC-768 line speed.
reactive filtering an easier task (cf. Sec. IV-D).

To construct the time-bound shared secrits each for-
warding node:; shares a master kel(7* with the topology
manager. For any time period forwarding nodes compute

Fig. 2. z-Formation function.

Topology: Z-formation
IFS-1 IF1-2 IFn-n
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Fig. 3. z-Formation creation and check in the forwardingenod

A. z-Formation

B. Updating zFilters

If a flow is valid for longer than(; — 1)At, the source
needs a new zFilter once the old one is about to expire.
Ki(t) = F(K™1), where F is cryptographically secure Howeyer, we defer the specific description and evaluation of
pseudo-random function. For examplemay be a seeded updating zFilters to future wqu and merely note thgt theee a

@f least two methods for doing so. The sink can indicate its

counter or wall time clock at a coarse enough granularity; it ' i L ) .
either case, the forwarding nodes and the topology managjéfingness to continue receiving by responding to theficaf

need to have loosely synchronized clocks [6]. The topologyd instructing the intermediate forwarding nodes to comst
manager always uses the current valid value ¢ ofvhile an up-to-date zFilter en-route. This can be embedded inruppe

forwarding nodes also acceptone or a few previous) values./ayer messages, e.g. in transport protocol acknowledgemen

!n this way, _ift is advanced.gverXAt seconc_is, even i (1) 2Due to the ability to combine partial results, each part efrietwork may
is compromised for a specifit the attack is limited to the have a differentAt.



. . . TABLE |
Alternatively, a source can obtain a new zFilter from the capacity N TERMS OF EDGES BEFORE REACHING THE MAXIMUM

rendezvous system. This is similar to other rendezvousebas ALLOWED I BF DENSITY

solutions (e.g., HIP RVS servers [11], mailboxes in [7])etE

ables both the sender and the receiver to express theiestter m = 256 m = 196 m = 128

in extending their communication. The topology system seed | ™" [#e | #eopt | #e | Feopt | Fe | Feopt Jpri=s
to be instructed to construct the new zFilter, typicallynasi 045130 34 [23] 27 |J15] 17 1.85%
the same path but with the current value for eaGhalong the 050 13| 39 |27] 31 | 18] 20 | 3.13%
path. AsK,(t + 1) can be generated locally, zFilter updates 055 40| 44 |31] 35 [20] 22 | 5.03%

can be easily pre-computed and conveyed to the source (even
before the oldest valid key expires), which can use it as the

new routing capability for data delivery. path is encoded in the zFilter if each edge within that path is
encoded in the zFilter. We writg(v, w) to denote the smallest
zFilter that encodes path p, i.8(vo, vn) = U;_; e(vi—1,v;).

We believe that the z-Formation could be used with IP net- Assumptions: No forwarding node on any path is hostile.
works, though there are still many open issues related tosNAThe Link IDs are random and uniformly distributed, that is
and other middle-boxes, partial deployment, and secunty, the secret valuek is random and the Z-formation has the
name a few. The 5-tuplél Py, I Pyst, Psre, Past, prot.) can  property that ifK is random,0 = Z(K, 1, ...) is sufficiently
serve as the flow ID and the z-Filter will be used for rOUtin%ndom_ The z-Formation produces a different Link ID for
decisions within those ASes already deployed. The beseplagach link depending on the incoming interface of the packet.
for the z-Filter is likely to be as an extension header after t This effectively adds a single hop to the length of the paét th

IPv6 header (or as an IP protocol on top of IPv4). the attacker must guess. We use the above described formalis
A group of interconnected ASes can use zFilters to route @llth constant Link IDs in the analysis.

traffic within and coming to the group. If a packet without a o ]

zFilter comes, it will be sent to the rendezvous system, whi®- Attack description and evaluation

will determine whether an approval in the form of zFilterdtie We assume the attacker,, knows a legitimate zFilter
to the used 5-tuple will be given to the sender. Support fafp(s,t)) between a non-malicious soureg and targetv;
zFilters can be implemented as a shim layer between IP aamtd show that it is difficult for the attacker to create a valid
transport, or as a separate proxy. Assuming, the victim dagsilter from malicious nodes to target with i, = (vs, ..., v¢)
not respond to attack traffic, even a single, or a few ASes canthe set of nodes on path p.

reduce the severity of attack by several orders of magniisde Given z with a fill rate of p, the number of possible edges
shown in Section IV-B. Additionally, attacks based on cowyi included is(”,") ~ 3 x 108 for m = 256, p = 0.5 andk = 5.

a single zFilter to multiple attackers are simple to filtertfleey With no way to test off-line for the validity of single edges
require the same 5-tuple in all packets. within z, the first attack strategy consists of randomly trying
a set ofz; D z to see if it can deliver packets through, i.e. if
p(vm,v) € z;,v € V,. Hence, the attack model is based on

Preventing an attacker from injecting large numbers of padirute forceand is equivalent to a randomly generatezhusing
ets without approval via rendezvous is a necessary, thoagh false positives along the path(s) toward the set of ndde®s
sufficient condition for DDoS resistant architecture. Wavnothe pathV, is included in each zFilter;). However, if a known
evaluate the effectiveness of the z-Formation forwardiegim = is used at its maximum capacip,.., the attacker cannot
anism when malicious nodes try to compromise the netwoskt additional bits to include extra edgeszin
availability by injecting unwanted traffic. First, we inttoce In both cases, we can assume thdtasp,,., * m bits set
the mathematical framework to describe the forwarding rhodéo 1. The threat consists gf{v,,,,v), v € V, being encoded in
Then, we use probabilistic methods to quantify the achievab:. The probability of a non-included edge having/itbits set
levels of DoS protection. Later on, we discuss the effects oo one in anyz depends only on the fill factor and is equal to
architecture has on replay attacks and computationalkattacp®, .. Table | shows the estimated false positive rate and the
average number of edge labels, with and without dhe 8
LIT optimization, that can be inserted before reaching,...

Let G = (V,E) be a network graph, in which all When an attacking node i5 hops away from any node
edges are named with Link IDs, i.e. directional bit vectois V,, the attacker needs to causefalse positives to get
e = {0,1}™, where the number of 1s in each bit vectothe packet forwarded to and through the valid path. Thus,
e(vi,v;) € E,v;,v; € V is exactlyk and the 1s are randomlythe probability of a successful attack, i.e.A p(vy,,v) =
distributed. Letp(vo, v,) be a path in the network such thap(v,,,v),v € V,, is equal toPa = pk . Figure 4 shows, at
(vi,vi41) € E, Vi < n. the left axis, the estimates d?a for different maximum fill

Define zFilterz = {0,1}™ as an m-bit long string with factors and attack path lengthsAn attack path length of one
maximum densityp,,.. such that zFilterz; A zo = 217 <= means that the attacker is a neighbor of some node on path. In
z1 € z and edgee(v;,v;) € 2z, <= e Az = e. Thus, a this case, the probability of falsely forwarding a forged et

C. Applicability to IP networks

IV. ANALYSIS

A. Label-based forwarding model



the receiver by means of the capabilities renewal mechanism
For instance, a re-keying frequency of around 1 minute would
be short enough to (i) protect very short paths and to (ii)
limit the duration of DDoS attacks based on the misuse of
legitimate zFilters. Typically, an expiration intervaltime order

of a few dozens of seconds is long enough to complete average
transactional traffic without requiring zFilter renewal.

Note that we have not only assumed a very high and
constant attack traffic injection ratd0¢ pps) but also the
existence of a return channel to know whether randomly
generatedz reach the intended victim(s). As a final re-
mark, the DDoS protected forwarding plane only complements
Fig. 4. On the left axis, attack success probability foreféht p,.e. On  a@dditional security measures at the end node higher level
the right axis, the line with square points represents thegits required to  stacks similar to end-host firewall implementations whety o
success with probability 1/2. solicited (subscribed) data flows are allowed and processed
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D. Attack detection and mitigation

By virtue of the time-based re-keying mechanism, a forged
path lasts only forjAt in the worst case. After that, a
malicious node would need to re-initiate the attack procass
tﬁe most efficient attacks we are aware of require excessive
probing by the attecker, an attack can be detected early by
the sudden increase on false positives caused by the falsely
labeled packets injected by the attacking node(s). Hence, a
blacklist mechanisms can be used to block or shape down any
suspicious traffic. By definition of an in-packet flow idergifi

z =log,_p, (1 — Pr) (1) (1), each attack needs to be tailored for a spedcificThis
does not only limit the scope of an attack but also eases any
C. Discussion blacklisting mechanisms based 61t

Tying the zFilter to a set of periodically changing keys, one
for eachforwarding node, makes replay attacks less severe, i )
as they can only be used during the joint lifetime of the keys. Anderson et al. [1] were the first to propose in-packet
It also makes computational attacks more difficult. Even flapabilities. More generally, [1], [S], [7], [24] are allage
the attackers know the full topology of the network, tying tht0 our qpp_roach in the sense that for sending the sender needs
zFilter to each forwarding node’s secret key reduces the b@sPermission from the receiver. Compared to our work, the
attack strategy to a brute force attack consisting of geimera Main difference is that in our case _the forwardlr)g identifier
random labels and hoping that at least one of them reaches@@und to an upper layer flow identifier), acts by itself as the
target(s). At the same time, the seed-based re-keying seh&ipability; additional capability fields or cryptograptead-
is local and introduces low communication overhead (lof-€nd schemes are not needed. _
frequency seed exchanges) between forwarding nodes an@ANE [5] was, to our knowledge, the first proposal to
distributed topology instances, which can easily anttgiga Ccombine centralized computed source routes and capesiliti
zFilters update requests. together. It achieves that, by encrypting each hop in layers

Assuming that the attacking node is capable of injectingfith @ big routing identifier ofl0 + 14 - hops bytes; e.g. a
105 packets per second (e.g., 1Gbps edge link and 1000 pig-hop path would require 1536 bits. Therefore it cannot be
per packet), a malicious node will need over 40 minutes f®nsidered scalable to Internet-wide scales.
guess, with probability 1/2, a working label for a 5-hop path Our secure fast-path forwarding mechanism is close to
If the receiver of the traffic does not answer to such packetg€ stateless path pinning service provided by SNAPP [13],
then the system reduces the magnitude of attack traffic Were IP forwarding decisions are cached into the flow into
the percentage of packets filtered enroute. An attacking h#3e flow initiating packets. The chain of securely constdct
sending packets 2 hops away from the target, with, = 0.5, forwarding directives is returned to the sender who is now
would only be able to get (approximately) 0.1% of the attacdkPle to use them as packet headers enabling fast switching
traffic into the path. Thus, changing keys as slow as Onceye\,gllecisions and additional benefits from the separation dfrrgu
20 minutes, the forwarding plane can be protected for patfigm forwarding, including sender-controlled paths, exgiee
nder some creumstances,we iy want o shoren the gy 555 i 050G Ik ey o o e
for which any host can receive unwanted traffic, empoweringgntity of the malicious node.

is around 3%. When the malicious nodg is more hops away
from the valid path, this probability sinks drasticallyg.il0—?
for v, to guess a working label path over 5 hops.

Finally, we can determine how expensive it is to guess
zFilter fromwv,, to any other target node. We estimate how
many attack attemptse), consisting of randomly generating
maximally filled z, are required to have some probabiliy
of obtaining at least one valid path label to a destinatiph
hops away from,,, (the right axis on Fig. 4 showBr = 0.5):

V. RELATED WORK



route lookups, sender anonymity, and accountability. A key While the forwarding operation in our scheme is compu-

difference of our solution is using an in-packet Bloom filter tationally heavier than in LIPSIN, we surmise that it still

encode the pinned path, whith the main performance benefit;m be implemented in line-speed hardware, as no memory

of a fixed header size independent from the number of holeekups are required, the number of logic gates appears to

at the cost of some amount of false positives. While olne moderate, and the required dynamic per-packet state can

presented networking model involves a rendezvous servioe stored in simple shift registers. The verification of this

using topology information, an en-route capability forloat assumption remains as future work.

similar in spirit to IP switching could be easily supported.
Also advocating for the separation of routing and for-

warding, Platypus [15] proposes a capability-based system

enable authenticated and policy-compliant IP source mgulti

Functionally similar to our Z-function is their usage of

distributed temporal secret to verify flow binding capataf

at line speed. However, our capabilities are not transferab REFERENCES
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