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END-POINT IDENTIFIERS IN SECURE MULTI-HOMED MOBILITY

JukkaYlitalo, Petri Jokela, JormaWall, Pekka Nikander*

Abstract: Currently IP addresses are used both for node identifiers and topological location names in the Internet. The semantic
overloading and non-cryptographic nature of |P addresses makes it impossible to use them as identifiers from the security point of
view. The problem becomes even wor se with multi-homed mobile nodes. Multi-homed mobile nodes have several interfaces bound
to dynamically changing IP addresses. When a node changes its point of attachment to the network or it reroutes traffic from one
interface to another, the connection identifiers are changed. A peer node cannot verify the validity of the new identifiers without
a naming trust relationship between the identifiers and the identity of the node. The peer must have evidence that an identifier
belongs to a specific identity. Currently, there are no way for a node, using traditional |1P addresses, to prove that it owns a specific
address, i.e., an identifier. We present in this paper the philosophy behind separation of end-point identifiers from location names,
which isan essential part in designing secure multi-homed mobility architectures.
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1 Introduction

In the 70's, after the Internet Protocol (IP) was taken in use, there was motivation to develop a connection-oriented,
reliable end-to-end protocol, later called TCP. However, at that time computers were connected to one network with
one interface without any mobility support. Any computer could be easily identified with its single |P address. The
location directly identified the node in the network.

Unfortunately, even today the design of many existing protocols has been based on that restricted approach. This
has led to a situation where a connection can only be identified with an IP address at an end-point. Because of that, the
existing general mobility support solutionsin the |P world have tried to hide the dynamic change of | P addresses from
the transport layer protocols. In practice, these solutionsimplement the so called host NAT idea [Bel98] in such away
that an actual topological location name is bound to a static identifier. Thus, used the static identifiers are typically
also location names. However, it has been found out to be a difficult task to prevent misuse of those non-cryptographic
static identifiers.

Themain principles of the current node identification practice carry this historical load, i.e., the nodeidentifiersare
tightly bound to routing information. On the other hand, we can say that the most important step towards separation
of node identifiers from location naming is already taking place. An example of this is the home address, care-of
address (CoA) pair used in Mobile IP [Per96] [DBJA02]. The home address acts as the identifier of a node and the
care-of -addressis the name of the topological location. Furthermore, anode cannot in the truest sence own” [NikO1b]
alocation name, because bits can be duplicated and they cannot be said to be the property of anyone. The only way to
“own” something in the Internet isto keep it secret. Therefore, the node identification must be based on cryptographic
methods. This cannot be done with traditional | P address based identification.

We have to find out a logical and sound method for separating verifiable end-point [Chi99] identifiers from un-
verifiable location names. Further, if we can dynamically bind an identifier to a group of location names we obtain
multi-homed mobility properties.

2 Definitions

To make the discussion in this paper definite, we define the relevant terminology briefly:

e A logical communication end-point is a computer node (hardware+kernel) or an application.
e A subject isan end-point that initiates a request for aresource that some node owns, and utilizes the resource to
complete some task.

*Ericsson Research Finland. Address: Oy L M Ericsson Ab, Telecom R&D, FIN-02420 Jorvas, Finland. Phone: +358 9 2991. Fax: +358 9 299
3535. E-mail: {jukka.ylitalo, petri.jokela, jorma. wall, pekka.nikander}@ricsson.fi




An object is an end-point that offers a resource and response to a request initiated by a subject related to the
resource.

Anidentity is defined in section 4.

An identifier identifies an identity. An identifier can be bound to an identity in an unconditional way (haming
trust relationship).

A nameis bound indirectly to an identity. Thereis no naming trust relationship between a name and an identity.

A location name defines the topological point of an end-point in the network.

A connection is acommunication link between two end-points.

3 Problem Description

Theproblem field isrelated to the identity and identifier paradox and semantic overloading of 1P addresses. In existing
Internet architecture, there are several namesthat are used to identify an identity, e.g., FQDN (Fully Qualified Domain
Name) and IP address. Unfortunately, those names cannot be bound definitely to an identity. The names are not based
on cryptography and secondly the identity is quite an elusive thing from the naming point of view. What is actually
the identity, the target of the identification process?

Currently 1P addresses are used both for end-point identification and location naming purposes. This has led to
several security problems, including the address ownership problem [Nik01g]. In other words, how can a node prove
it ownsthe IP address, and the IP addressis an identifier of its identity?

Further, the dynamic binding between a multi-homed mobile node and I P addresses makes things more difficult.
The name of the mobile node changes dynamically when node changes its topological location in the network. How
does the peer node know that the packets are coming from the correct node? How can connections be identified when
anode makes a hand-off between access networks?

We have to analyze the true nature of the identity to be able to define what actually is an identifier and how an
identifier is related to location names.

4 ldentity

Psychol ogy, philosophy, theology, biochemistry and legal science have different kind of approach to personal identity.
If we ask, “Who is Bob?’, we will get different answers depending on the branch of science. In an open environment,
like in Internet, we are finally not interested in knowing who Bob actualy is, but can we trust him, i.e. “Can we
trust Bob?’'. The problemis not any more philosophical or theological, but more or less mathematical, psychological,
biometrical and legal. Actually, we do not trust the name (identifier) of the person, but the identity that consists of a
group of factors. Analyzing these factors over some time interval, we can create a trust-profile for a person. Another
possibility is that we indirectly trust a person (Bab) by using a third party’s announcement about the person.

To establish a trust relationship, we must be able to definitely identify an identity (identification), and also be
able to analyse the behavior of the identity to authorize it to use some service(s). The identification can be based on
something known, something possessed or something embodied (biometric). The authorization, in turn, is based on
factorsrelated to trust for the identity. Traditionally, the electric identity (in smart cards) has been directly connected
to a natural person. Therefore, psychological methods have been adequate tools in examining a person’s identity and
trustworthiness. However, thisis not a suitable method when we extend the term “identity” to comprise also computer
and software agent identities.

To form atrust-profile of a subject’s identity in the network on account of its behavior is a demanding task. Thus,
inthe silicon world, the only possible way to define the data subject’s identity factorsisto use quantitative parameters.
Therefore, the nature of the natural identity in the network changes.

4.1 Natural Identity

We will discuss, in short, the identity from a psychological point of view. According to Sam Vaknin [Vak], Person’s
self-identity is “different at different stages of [a person’s] life (Erikson) and it constantly evolvesin accordance with
hisinnate nature (Jung), past history (Adler), drives (Freud), cultural milieu (Horney), upbringing (Klein, Winnicott),
needs (Murray), or the interplay with his genetic makeup”. Vaknin continues that we often confuse habits with
identity, but habits are not part of a person’sidentity in the truest sense. The removal of some habit does not change
the person’s identity or the answer to the question “Who is Bob?'. It is our personality that allows us to adapt to



dynamically changing situations, like loosing a habit. If a personality is unable to adapt to changing circumstances, it
isin adisordered state, also called personality disorder. We will analyse later, in section 4.3, the common featuresin
aperson’s natural and electric identity, and how a personality disorder relatesto electric identity.

4.2 Legality

From the legal point of view it isimportant to bind actionsin the Internet made by a subject to its identity. Typically
a natural person is identified with his name or some identification number. However, the new EU directive, on the
protection of individualswith regard to the processing of personal data[Par95], takes into account also factors related
to person’sidentity.

“’Personal data’ shall mean any information relating to an identified or identifiable natural person (' data subject’); an identi-
fiable person is one who can be identified, directly or indirectly, in particular by reference to an identification number or to one or
more factors specific to his physical, physiological, mental, economic, cultural or social identity”

There have been considered, in the directive, that a data subject may have severa sub-identities at the same time.
However, data subject’s self-identity inherits all the factors of the sub-identities. Self-identity is considered to define
adata subject in a unigue way, in other words, a data subject is the same as its self-identity. We can say that a group
of persons may have the same cultural identity (group-identity), but each of them has own mental identity. Thus, two
persons cannot have exactly the same self-identity or they are called duplicates of each other. The current security
architectures are based on this assumption. Even, twins share identical physical identity they finally have different
self-identities and are therefore separate data subjects.

The presented EU directive is a corner stone in legidation in al union countries. The identity, in the directive,
is bound directly to a natural person. However, the binding between personal data and electronical identity is not a
straight issue if we allow own identities, e.g., for intelligent software agents. This raises a question “Who owns the
identity?’. Isit the software agent itself or the person who implemented the agent or the person on behalf of whom the
agent is working? Can we call a software agent a data subject from the legal point of view if it hasits ownidentity. In
other words, is it legal to gather information (personal data) about an agent with an identity in the network when the
agent uses services in the Internet?

4.3 Electric Identity

There are infinite amount of factors that must be taken into account in defining natural identity. Therefore, it isimpos-
sibleto divide a person’s identity into autonomous parts in practice. However, the electric identity is a combination of
severa natural identities’ trust factors involving: the person using a software, the implementor(s) of the software and
the implementor(s) of the environment where the softwareis running.

In the silicon world, unlike with natural persons, it is possible to divide hardware (brain) and software (mind)
from each others. The hardware is only a habit to software that consists of applications, kernel and microcode. The
hardware may change during time, but the software adapts into its new environment. The actual code defines a
software’s personality, the ability to adapt to new circumstances. |f software cannot adapt to a new environment, it
suffers from a personality disorder.

An interesting case is a moving software agent whose environment changes when the agent migrates from one
computer to another. There may appear new services for the agent in the computer. Thisisin line with the definition
of constantly evolving identity in psychology. The actual code of the agent does not change, but it adapts to a new
environment and situation. Istheidentity still the same or anew one? It depends on how the object discerns an agent’s
identity. The main aspect isthat the object accepts a subject having a specific identity. Otherwise, the subject’sidentity
has been changed.

4.3.1 Definition

Basically, a natural identity is always bound to a block of code (software) in the network. Figure 1 presentsan UML
model of electric identity. From the object point of view a subject has a unique electric identity if:

1. The subject represents a real world legal subject defined by law (e.g. company or a person) and inherits the
latter’s trust factors.

2. subject consist of software block (application, kernel, microcode) made by a natural identity and inherits the
natural identity’strust factors.

3. subject runsin an environment made by a natural identity and inherits the natural identity’s trust factors.
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Figure 1. Model of subject’s electric identity

4. subject has a secret that only it and its environment know, and the subject can prove that it owns the secret
(public key pair) to object.

5. subject has one or more identifiers that are in a provable way bound to the secret. Otherwise, the identifier is
called a name (habit) of subject. We discuss later, in section 5.2, more about the issue.

6. subject does not have an electric identity if any of the previous points are missing.

The electronic identity consists of different types of trust relationships. The block of code, in figure 1, truststhe
environment to faithfully execute the program code. In the second form of trust, the subject trusts the environment
not to misuse the secret. We can say that the subject authorizes the environment to store its secret. In the third form
of trust the object believes that the identifier is bound to the secret of the subject. This form of trust is based on
the cryptographic methods and is called naming trust. The last form of trust is called delegation. Actually, a natura
identity delegates its rights to a block of code that represents him in the network. The presented four types of trust
[Nik99] related to the electric identity are: execution, naming, authorization and delegation.

4.3.2 Analysis

An environment itself can be a subject having its own environment. For example hardware is an environment for a
kernel, and kernel is an environment for a process that presents some legal subject. Actualy, a data subject is an
environment if it can access the other subject’s secret. An environment does not own the other subject’s secret, even if
it knows it. Two subjects cannot share the same secret. In the same way, a subject represents some natural identity if
the subject can access a natural identity’s secret. All electronic identity trust factors are bound to the secret, and it can
also be called the soul of the subject.

The subject is always identified by an identifier that is directly bound to the secret. If two subjects have different
secrets, but are otherwise identical, they must be kept as different subjects. For example, a person may use different
secrets at work and free-time to identify his laptop. He has two, time and location dependent, subjects that represent
him in the network. The hardware (habit) is same, but the identity of the laptop is different at home and at work. It
isimportant to notice that if a subject owns two secrets at the sametime it is scattered and it suffers from personality
disorder, because the subject may present the wrong secret in the wrong | ocation, and therefore cause misidentification.

Theidentity isbound to arole [Lup98] viaan identifier. Roleis not a part of an electronic identity, but it is a habit.
Thus, an electronic identity may have several, time and location dependent, roles. The electric identity’s trust factors
definestherole of the subject. Roles are further bound to authorization credits. Finally, the relationship between name,
identifier and secret is analyzed in section 5.2.

4.4 |dentity Types

We divide the electric identities into four main groups on account of mobility types. (1) user, (2) software agent, (3)
node and (4) group identity (vs. network mobility).

In user identity, the secret istypically stored in asmart card. The smart card is an environment for the user identity.
Thus, an application represents the user in the Internet and uses the person’s secret to identify him on the network.



A software agent may also have an own electric identity. We discussed earlier, in section 4.2, problems that
are related to legal issues of the agent identity. There are also problems involved in authorization trust between the
environment and the agent. If the agent moves between nodes, it must trust the environment (node's identity) not to
misuse the agent’s secret, i.e. identity theft.

The third form of identity, node identity, consists of microcode, kernel and applications running on it. A node
may represent all its processes on the network. In other words, users do not need to have their own electric identities.
However, in amulti-user environment, every user should have a secret of their own. Still, in asingle-user environment,
the node (e.g. laptop) may represent the user. It isimportant to see the logical separation between the user and node
identities.

In addition to the previous ones, we define an abstract identity called group identity. Threshold cryptography
[Sch96] provides a method to divide the secret key of the public key pair into n parts. It is possible to define the count
of secret keys that are required to make a valid signature. If we generate n secret keys and allow that any of the keys
can be used to make a valid signature we obtain a group identity. Any of the group key owners may identify himself
in the network with the same identifier. The group member may be user, software agent or a node.

5 Identity and Trust

Existing security solutionsfocus on finding effective methodsto identify an identity, not to define the factors of identity.
However, from the authorization point of view, all but the factors related to trust are meaningless. The trust factors
are typically presented as credentials in access-control lists (ACLS) or in delegation certificates [EFL +99] [BFIK99].
The main principle is to define rights for subjects to access objects. The granting and delegation of rights between
data subjects follow some set of rules. The Bell-LaPadula disclosure [BL], Biba integrity [Bib75] and Clark-Wilson
integrity [CW87] models are well-known frameworks for such security rules. Finaly, they al assign trust to some
identity that is presented by some identifier in the security system. The identity can be of any electric identity type
presented in section 4.4.

5.1 Establishing Trust

The main objectivein establishing trust is how an object figures out the data subject’s identity, and not how the subject
itself defines its own identity. However, the subject can influence the generation of its identity profile at the peer
end-point, but it cannot send profile information of itsidentity without some evidence. The object basesitstrust on the
evidencethat it gains from the network in electric form. The trust can be established directly or indirectly. Anyhow, it
is difficult to establish a trust relationship directly between subject and object in an open environment.

Basically, there is a chain of trust between a subject and an object. The chain consists of subjects that trust each
other. The trust relationship can be established in two ways.

5.1.1 Third Party

In the first case, all objects trust some third party which issues qualified responses to objects on request. The objects
send information about a subject’s behavior to the centralized third party that maintains a trust database. Usually,
information is sent only when some conflict happens between peers. In democratic countries, typically only the police
has the right to maintain such adatabase of citizens. The law sets limits to the attributes that can be gathered about the
subjects. For examplein EU, thereis a directive which defines such restrictions [Par95].

To obtain a scalable security solution based on subjects’ identities we cannot base the architectures on any specific
law or directive, because the Internet is an open environment that cross the borders of different countries. Currently,
the public certification authorizes (CAs), e.g. Verisign, bind a subject to a public key pair, but CAs do not give
announcements of a subject’s background or how trustworthy oneis. Thereis a clear separation of the roles between
traditional CAs and third parties answering regquests for responses.

5.1.2 Peer-to-Peer

Inatypical trust model an object directly trusts some subject. An object creates atrust profile of a subject on account
of the subject’s behavior during some period of time. The behavior can be based on social and/or electric events. The
object may trust some subject to delegate given rights to other subjects. This forms a flow of trust which starts from
and finally reaches the same object. In this case, none of the subjects ask requests for responses about trustworthiness
from other subjects. A subject only grants rights on account of its own evidence of the peer subjects.



5.2 ldentification

An object must identify asubject to be ableto trust it. Theidentification is a stronger method than authentication. The
authentication ensures that a role has something known or something possessed. The secrets may be bound only to a
role, but not directly to an identity. Thus, several subjects with own identities may play the samerole.

The identification process, in turn, identifies an identity, not a role. The same methods, something known or
possessed, can be used to identify a person, but the secrets are related to an identity, not a role. The last form
of identification, something embodied, directly identifies a natural identity and cannot be in the truest sense arole
identifier.

In the identification process the object forms a naming trust relationship with the subject. The object ensures that
the identifier belongs to the identity. Therefore, the identifier must be bound directly to the secret of the identity. If
there is no naming trust relationship between the identifier and the secret the identifier is called a name (habit) of the
subject. Thisisavery essential issue in analyzing the differences between identifiers and names from the mobility and
multi-homing points of view.

Public key pair cryptography and zero knowledge protocols can be used to form a secret for the subject. A public
key of the key pair and any cryptographic derivative of it, like hash, are identifiers of the secret. Therefore, an IP
addressis only aname of an identity and not an identifier in truest sense, because it does not have a direct naming trust
relationship with the secret.

6 Location Names

A topological location point has a name, i.e., an IP-address in the Internet. A location name is further bound to an
interface at anode. Currently, the location name is used both for end-point identification and locator purposes which
leads to semantic overloading. Any received packet isidentified with its location name, i.e., source address.

However, a node does not have any means to prove that it really “owns’ the location name. Therefore, the peer
cannot be sure that a node is actually the one it claims to be. In addition, without any mability support, connections
aredirectly bound to location names and when alocation name (I P address) changes, TCP connectionswill be broken.

6.1 Mobility

For the purposes of this paper, we define mobility to denote the phenomenon where an entity moves while keeping
its communication context active (see e.g. [Chi99]). When discussing mobility, it is often desirable to differentiate
between user mobility, code or application mobility, and node or end-host mobility. Recently it has become apparent
that this list needs to be augmented with network mobility, which refers to a situation where a whole subnetwork
moves from one location to another. The mobility types can be bound to identity types presented in section 4.4.

User mobility denotes functionality that allows users to move from one host to another and continue their tasks.
In the extreme form it requires full process migration together with communication session migration, combined with
adaptive user interfaces that allow the migrated process to adapt to the new execution environment. Code mobility, on
the other hand, refers to functionality that is needed to support mobile agents and migrating processes. In alimited
form, it just allows an existing process to be migrated to a new node, and some other mechanism is needed to re-
establish the communications context.

Node mobility denotes functionality that allows a communications node to change its topological location in a
network. In atypical case, awireless node changes the access point it uses to communicate with a fixed network.

In this paper we concentrate on end-host mobility. With that we mean that an end-host, i.e., a computational unit
hosting a number of communicating processes, changes its topological location. At the same time, however, we want
to make sure that all active communication contexts remain active. In other words, we want that the communicating
processes can continue as unaffected as possible.

To reflect reality, we assume that there are a number of mobile nodes that attach to a relatively fixed network.
Whenever a node moves, its location name necessarily changes. Thus, in order to continue to communicate, the node
must be able to signal the changesin its network namesto its active peers. Furthermore, this signaling must be secure
since unsecured signaling can lead to a unauthorized traffic diversion and denial-of-service attacks (see e.g. [ea014d]).

To really understand why the current situation makes end-host mobility unnecessarily hard, we have to consider
the structure of the current IP architecture. Today there are exactly two name spaces that are related to mobility.
Firstly, we have network layer addresses. As stated above, these addresses are determined by the network topology.
Secondly, we have Transport Layer Identifiers (TLIs, e.g., portsin TCP and UDP). Of these, the network addresses
usually have aglobal scope, and the TLIsare unique within the scope of asingle address. Since we have only thesetwo
name spaces, the communicating processes must be named with {address, TLI} pairs, binding the names effectively
to the topological locations in the network. This situation makes it difficult to give unique names to processes that



are mobile, e.g. hosted on amobile node. That is, since the addresses must change due to mobility, the names of the
end-points also must change. Thisis sometimes called the mobility problem [BPT96].

There are the two fundamental approaches to solving the mobility problem: packet forwarding and dynamic up-
dates of end-point bindings. Packet forwarding suffers from intrinsic performance penalty: the hosts cannot use
optimal routes since they do not know the topological locations of their peers. Dynamic updating of bindings suffers
from anumber of security problems, as well as some other smaller problems [BPT96][ea014].

On the dynamic update side, there are two basic reasons behind the security problems. Firstly, unsecured binding
updateswould allow various man-in-the-middle, masguerade, and denial-of -service attacks (see e.g. [BPT96],[Nik01by]).
Thus, one must employ a way to somehow secure them. This, in turn, requires creating authorization relationships
between the parties involved. Secondly, even though in theory it would be possible to create a global authorization
infrastructure that would allow the update messages to be secured, such an infrastructure does not exist, and creating
onewould be extremely difficult or impossiblein practice.

The existing mobility solutionsin the Internet increases the semantic overloading of location names from before.
For example, the Mobile |P (MIP) protocols[DBJA02] [Per96] use a static long term | P-address, called home address,
to identify a node. The home address is further bound to a temporary, location dependent address, called care-of
address. Aninterfaceis bound to a new care-of-address every time the access network changes (horizontal hand-off).
Therefore, the node is identified using the home address, but the actual location is named with the care-of address.
The mobile node informs its peers about the new location names with location name update packets.

This easily raises several problems with the | P based identifiers. Any node in the network, may reroute any other
nodes packets to anywhere, if security aspects are not taken care of.

When a mobile node moves, the peer cannot be sure that the mobile node actually has been moved. In addition,
the home address can be faked before the communication starts. Current protocols assume that the node remains the
same during roaming, but they cannot prove that the nodeis the oneit claimsto be.

6.2 Multi-homing

Multi-homing refersto a situation where an end-point has several parallel communication pathsthat it can use. Usually
multi-homing is a result of either the node having several network interfaces (end-host multi-homing) or due to a
network between the node and the rest of the network having redundant paths (site multi-homing).

From our theoretical point of view, a multi-homed end-host is a hode that has two or more points-of-attachment
with the rest of the network. That is, amulti-homed mobile node has several interfaces connected to the Internet. This
situation can be characterized as the node being reachabl ethrough several topological paths; the nodeis simultaneously
present at several topological locations. As a consequence, it also has several location names. In the general case, the
addresses are completely independent of each other.

The local routing mechanism tries to handle the routing between interfaces in a flexible manner, to maintain
connection active during movement. When some access network disappears, a node may need to movethe traffic from
one interface to another (vertical hand-off). As aconsequence, the location name changes.

This raises the same problem as with horizontal hand-offs. The multi-homed node must assure the peer node that
the node communi cates from a new location name. Therefore, the mobile and multi-homing problemsare very similar
from identification point of view.

7 Secure Multi-homing and M obility

The IP-address and an identifier of the node play completely different rolesin the Internet. The separation of an end-
point identifier and location names from each other makes it easy to implement secure multi-homed mobility. Figure
2 defines the new logic in socket binding, i.e. connection association information. The protocol and process classes
areleft out of the UML model for clarity. A connection is established between sockets at peer end-points.

7.1 ldentifier

When a socket is created, it is bound to a subject’s and object’s identifiers. The identifiers are further tied to the
secrets and are used in establishing a security association (SA) between end-points. Key exchange protocols, like HIP
[MosD14], can be used to identify an end-point with its identifier. The key exchange protocol identifies the end-points
to each other. Thetrust on the identities (see section 4.4) is established using the principles presented in section 5.1.

Anidentifier is put in every packet and is used to identify the SA during communication. A security protocol, like
IPSec [KA98], uses the established SA to encrypt and authenticate the transmitted data flow. The SA is bound to the
identifiers and not to location names.



[ Subject’s Location Name |

—1] Subject’s Policy ID |

Subject’s Identifier |

1
- Object’s Identifier |
*l*

L1l Object’s Policy ID|

[ Object’s Location Name |

Figure 2: New logic in socket binding

7.2 Location Name

A multi-homed node is connected to different access networks through interfaces. Each interface, at different topo-
logical locations, has its own location name bound to it. The location names are used in actual routing.

When a mobile node moves geographically, the access networks may dynamically become available and disap-
pear. This means the mobile node changes its topological location in a network and the location names are changed.
Therefore, to be able to maintain active connections the mobile node must make vertical hand-offs and horizontal
hand-offs during the movement. The node must have some kind of policy and mechanism to handle local routing
during hand-offs.

The local policy id in figure 2 defines such a policy. The author has analyzed the usage of presented policies
in [YJK*03]. The policy defines rules for loca routing, in other words, priorities to use different interfaces. The
socket is bound at initialization to some local policy that defines rules for source address selection. The connection
association information (port, protocol) together with the QoS (Quality of Service) information defines the policy to
be used for a specific connection. The policies should be defined beforehand by the application or node identity.

The foreign policy, in turn, defines rules for destination address selection. Further, the foreign policy is received
typically from the peer-node (object) after establishing a SA between nodes. Of course, the key exchange protocol
needs one location name to be used in the hand-shake. This initial location name is typically got from the DNS.
Altogether, subject’s and object’s policies are bound dynamically to corresponding identifiers, and location names are
bound dynamically to policies.

7.3 Binding between I dentifier and L ocation Name

A complete data packet contains both the subject’sidentifier and and the object’slocation name. The subject’s location
nameis actually meaninglessfrom the object point of view, because the packet isidentified with the subject’sidentifier.
It also meaningless from the routing point of view, because the end-points should inform the peer about its location
update with a separate location name update packet. However, the only reason to include the source IP address into
the packet isingress filtering.

Thereis no direct naming trust relationship between the identifier and the local names. However, when a packet
is created, it is encrypted with a SA related to an identifier and the location name is added to the packet for routing
purposes. |n addition, when the subject sends a location hame update message (encrypted or signed) to the object, the
object binds identifier and location names together.

8 Implementation effort

We have implemented a prototype that fulfills the requirement of separating identifier from location names (see
http://www.hipdinter.net). We use cryptographically generated identifiers for connection identification and 1Pv4/1Pv6
addresses properly for routing purposes. The implementation is based on the Host Identity Payload and Protocol
(HIP) [Mos01a][MosO1b][Mos01c] [JWY NO2] presented by Robert Moskowitz. HIP protocol defines a new, cryp-
tographically generated, namespace. The actual protocol locates logically between the transport and network layers.
The implementation currently consists of afull HIP 4-way handshake which will be integrated with 1PSec. Our next
goal isto implement working end-host multi-homing and mobility [NYWO03] in HIP, and evaluate the protype against
known security vulnerabilities.



9 Reated work

There are also other approaches where the node identifiers and address location names are essentially separated. In
this section, we give a brief overview of the most relevant related work, starting from SCTPR, Mobile |Pv6, and other
well established approaches, and proceeding to more adventurous proposals.

9.1 SCTP

Stream Control Transport Protocol (SCTP) [SXM*00] is an IETF proposed standard transport protocol, which is
designed to eventualy replace TCP and perhaps also UDP. In it, each communication process is associated with
several IP addresses. Thus, instead of naming a communication process as {address, TL1}, the process is named as
{{addressl, ..., addressN}, TLI}. Furthermore, there is a proposed extension to SCTP that allows the addressesin the
address set to be dynamically updated, thereby extending SCTP to address mobility in addition to multi-homing.
While the SCTP approach is sound as such, the proposed mobility extensions are bound to be plagued with the
same security problems that Mobile IPv6 was recently hit with(see below). Since SCTP does not include explicit
end-point identifiers, solving the security issuesin a scalable way may be even harder than with Mobile IPv6.

9.2 MobilelPv6

In Mobile IP [DBJAQZ], a static address is assigned to each node. This home address is then used to name com-
munication end-points, allowing the communicating nodes to use the stable addresses independent of movements.
A home agent forwards any packets sent to the home address. The current topologically correct address, i.e. the
care-of -address, is signaled to the home agent, and optionally to peers. Maobile I P does not currently address end-host
multi-homing, but there are informal proposals floating around how a single mobile node could use multiple home
addresses and multiple care-of -addresses at the same time [MNKLO02] [Y JK T03].

Until recently, the largest unsolved problem in Mobile IPv6 was achieving a scalable security solution. The
currently proposed solution is based on the ideas of relying on the routing infrastructure to check that amobile nodeis
reachable both at its claimed home address and its claimed current address (care-of -address) (Return Routability, RR).
This approach is not very secure, even thoughiit is claimed to be (almost) as secure as the current | Pv4 internet. Thus,
there are discussions going on about better proposals, e.g. hashing a public key and other information to the low order
bits of an IPv6 address (Cryptographically Generated Addresses, CGA) [DBJA02][OR01][MCO02].

The Cryptographically Generated Address replaces the suffix part of the address with a cryptographic hash gener-
ated from a public key. The peer nodes can verify that the suffix is actually generated from the public key of the node
and that it belongsto the sender on account of the valid signature. Therefore, the suffix part of the address fulfills the
requirements of an identifier presented in section 5.2. We can say that a CGA is a mix of alocation name and an
identifier at the same time. The CGA method fulfills the requirement of an electric identity presented in section 4.3.1.

9.3 LING

LING [IKTO1][ea02] is an approach somewhat similar to the late 8+8 or GSE [ea99]. The basic ideaisthat each node
has a 64 bit globally unique identifier, called LING 1D, which is present in the |Pv6 interface identifier portion of all
I P addresses used by the node. In addition to this, LING reserves a special I1Pv6 prefix, called a LING prefix, which
is not routable. A node can be uniquely named by prefixing its LING 1D with the LING prefix, resulting in what is
called aLING Generalized ID (Gl). These Generalized | Ds are then stored into the DNS, together with the address of
aMapping Agent. Since the Gls are globally unique and permanent, the communicating nodes use them as end-point
names. The Mapping Agent is queried for the mobile node's current addresses. The nodes then dynamically trandate
the prefixes on outgoing and incoming packets, making it possible to use Gls on sockets and real addressesin routing.
LING also supports multi-homing through alowing asingle Gl to be associated with several real addresses.

At this writing, the largest unsolved problemsin LING are related to the scalability aspects on the security side.
The address update messages are protected with 1Psec AH, thereby requiring some kind of global infrastructure in
order to establish the required security associations. However, it is possible to generate a LING ID in the same way as
CGA, and therefore apply the security principles presented in this paper also to LING.

9.4 HomelessMobilelPv6o

Homeless Mobile IPv6 [NCL01][ea01b] was an idea by Nikander et. al. of adding end-host multi-homing to Mobile
IPv6, and at the same time getting rid of home addresses and much of the extension header overhead. The basic idea
wasfairly similar to SCTP, but the implementation was placed on the network layer instead of the transport layer. Each
node was represented at the kernel level as a set of IP addresses instead of a single address. The sockets were bound



to the address sets (instead of single addresses), and the applications were not aware of the actual addresses changing
underneath. Extended Mobile IPv6 Binding Updates were used to signal changesin the address sets.

The project did not properly address the involved security problems; instead, the security considerations lead to
the definition of the address ownership problem [Nik01b][Nik01d] and thereby paved the way for the Mobile IPv6
security solutions.

9.5 TCP Migrate

Snoeren and Balakrishnan [ SB00a] [ SBOOb] propose an extension to the TCP protocol that allows the TCP end-points
to migrate from an address to another. Being structurally fairly similar to Huitema's Multi-Homed TCRP, the approach
solves the security issue through using the unauthenticated Elliptic Curve (EC) Diffie-Hellman protocol to generate
a session key, separately for each TCP session. However, they do not solve the double jump problem, and rely on
Dynamic DNSfor initial contact.

In a later paper [SBmFK01], the work is continued towards a more generic mobile session layer concept. The
authors concentrate on dealing with long-lasting but transient outages in connections, and suggest that in addition
to solving the initial connection and mobility tracking problems, a proper mobility architecture should also address
graceful disconnections, recovery from peer hibernation, and need for fast reconnection.

10 Conclusions

A subject has an identity which is identified using an identifier not a name. The identity must contain a secret that
is known only by the subject. In addition, the subject must be able to prove to object that it owns the secret. The
identification is based on cryptographically achieved naming trust relationship between an identifier and the identity.
Basically, a public key pair is suitable for fulfilling the requirements of identity and identifier. The public key of the
key pair, and any hash of it, are called identifiers. A name cannot be called an identifier if it is not a secure derivative
of a public key. A normal IP address cannot therefore be an end-point identifier. Instead, an IP address is called a
location name of a subject.

Identifiers are directly bound to the socket, and location names (i.e. 1P addresses) are further dynamically bound
to the identifiers. The dynamic binding between identifiers and location names makes it possible to implement secure
multi-homed mobility. The identifiers are used to create a security association between end-points and to identify a
connection. The location names are used properly for routing purposes.

There are currently several end-host multi-homing protocol proposals. However, al of them, except HIP and
Mobhile IPv6 with CGA support, use names as end-point identifiers which leads to insecure mobility solutions. The
authors believe that it is possible to re-facture some of the existing mobility and multi-homing protocols to take
advantage of cryptographically generated identifiers as end-point primary identifiers. This leads to an architecture
where security isan integral part of a protocol and not an extension.
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