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Abstract—The Multiprotocol Label Switching (MPLS) ar-
chitecture has become a true success story in the world of
telecommunications. However, MPLS becomes cumbersome
if multicast communication is needed, as aggregating of la-
bels is not easy. Because of that, when providing Multicast
VPNs, operators need to trade-off bandwidth usage with the
amount of multicast state, sacrificing efficiency. Forwarding
with Bloom filters in the packet headers offers the opportu-
nity to have quasi-stateless network elements; the amount of
forwarding plane state does not depend on the number of
paths/trees the node participates in.

In this paper, we propose Multiprotocol Stateless Switch-
ing (MPSS), the marriage of MPLS and Bloom filter based
forwarding. The forwarding architecture inherits the flexi-
bility of MPLS and gives operators the opportunity to offer
Multicast VPN services while avoiding the difficult process of
fine-tuning the trade-off between bandwidth usage and state.

I. INTRODUCTION

Saltzer [1] defines four types of objects that can be
named as destinations of packets in networks: services
and users, nodes, network attachment points, and paths.
The Internet Protocol names network attachment points
and routing protocols ensure that routers know the path
towards these attachment points.

In pure IP, there does not exist any name for paths.
MPLS [2] changed this by introducing a name, a fixed
sized label, for them'. The routing protocol (with label
distribution) ensures that the edge nodes know the label
to use for a given destination and the intermediate nodes
merely follow the path instructions in the header.

The original motivation for MPLS was to increase
the forwarding speed, but this benefit has nowadays a
lower importance as the IP packet forwarding is done
in hardware. But in addition to speed, MPLS provides
extra benefits, such as Traffic Engineering and support for
various applications, such as VPNs, or Pseudo Wires.

However, assigning a label for each of the paths used in
the network, will result in an explosion in the label space.
Moreover, with multicast, the number of potential trees is
huge when compared to the number of nodes.

In our prior work, we introduced zFilters [3], a novel
way of forwarding packets in networks. The presented

ITo be exact, each node on the path has a separate label for the path
and instructions how to change the label for the next router.

mechanism encodes a path/tree into a small Bloom Filter.
The nodes in the network need only be aware of their
neighbors in the forwarding plane, minimizing the size of
the forwarding table on a single router.

In this paper, we propose a marriage between the MPLS
and zFilter technologies, called Multiprotocol Stateless
Switching (MPSS). MPSS inherits the flexibility of MPLS
and enhances it with the stateless nature of the zFilter
based forwarding.

The paper is structured as follows. In Section II, we
give an overview of MPLS and zFilters. In Section III,
we discuss how to set up paths and trees in MPSS. In
Section IV, we show how MPSS can be used for providing
Multicast VPN services for customers. We briefly describe
our on-going implementation efforts in Section V, give an
overview of the related work in Section VI, and finally,
conclude the paper in Section VII.

II. BACKGROUND

In this section, we give an overview of the technologies
we are building on, first focusing on the MPLS framework,
and summarizing the Layer 3 VPN architecture. After that,
we describe the basic design of our Bloom filter-based
forwarding architecture.

A. MPLS framework

MPLS separates routing and forwarding. Routing deci-
sions are made at the edges of the network and a resulting
label, describing the path in the network, is attached to
the packet. The label is used by the intermediate routers
to forward the packet. In the simplest case, the outgoing
interface is determined using the incoming interface and
the packet’s label, and the label is swapped for the next
hop. It is also possible to stack the labels, where nodes can
perform push and pop operations.

Label Switched Paths (LSPs) can be set up using either
LDP [4] or RSVP-TE [5] as the signalling protocol. In
LDP (Label Distribution Protocol), the routers assign a
label to each IP destination found in their forwarding table
and communicate it with their neighbors. Consequently,
multipoint-to-point tunnels are built and these tunnels
always follow the shortest paths defined by the underlying
routing architecture.



Contrary to the LDP, RSVP-TE (Resource Reservation
Protocol with Traffic Engineering) is used when Traffic
Engineering (TE) is required for optimizing the internal
network usage. TE related tasks include the capability of
signalling explicit paths, enforcing bandwidth guarantees,
and also, providing QoS, by being capable of differentiat-
ing flows.

In OSPF-TE and IS-IS-TE, the characteristics of the
links, such as available bandwidth, are advertised. When
an LSP is needed, the path is computed either by
the ingress node, or by the Path Computation Element
(PCE) [6], using the available advertised information and
the requirements for the path. The algorithm is called as
CSPF (Constrained Shortest Path First). Once calculated,
the path is signalled hop-by-hop, first downstream with
Path messages and then upstream with Resv messages.
The on-path routers perform admission control, assign
labels, reserve resources, and set the forwarding tables.

In some cases, the LSP may be broken and has to
be recovered. For this, RSVP-TE defines mechanism for
signalling backup paths and reserving resources if needed.

Finally, MPLS became the enabler of various appli-
cations, due to its flexibility and its multiprotocol na-
ture. Different Virtual Private Network (VPN) solutions
(L2VPN, L3VPN, VPLS) appeared based on MPLS. Fur-
thermore, Pseudo Wires (PWs) are used to transport vari-
ous L2 technologies. All these applications can be handled
by a single, multi-service infrastructure.

B. Layer 3 Virtual Private Networks

The operator’s network, providing L3VPN [7] connec-
tions to customers, consists of Provider Edge (PE) and
Provider (P) routers (see Figure 1). PEs maintain a Vir-
tual Routing and Forwarding Table (VRF) for each VPN
they are serving. Each VRF contains the corresponding
VPN routing information. BGP is used between PEs to
exchange the VRF information. Using specific attributes,
the VPNs can have overlapping address spaces and routes
are distributed to the correct VRFs.

When forwarding unicast IP packets, the ingress PE
attaches two MPLS labels to the packets. The outer label
defines the path to the egress PE through the provider’s
network. The inner label, in turn, is a service label iden-
tifying any additional action in the egress PE, e.g. the
correct VPN, or outgoing link. The value of the inner label
is advertised by BGP.

For multicast, several options are being specified in
IETF [8], both in the control and in the data plane. The
control plane function of distributing the multicast group
membership information through the provider’s network is
done either with PIM, or via new BGP extensions.

In data plane there are several options; we can use plain
IP multicast, ingress replication (multiple unicast), point-
to-multipoint or multipoint-to-multipoint LSPs. Still, all

these approaches have to make trade-offs between band-
width usage and amount of state. In contrast to unicast,
some solutions imply VPN-aware P routers to avoid un-
acceptably high amount of state when optimizing the
bandwidth. Clearly, if all customer multicast group (or
each combination of PE nodes) has a dedicated tree in the
core, the bandwith usage can be minimalized. Reducing
state requirements trees will cause some bandwidth waste;
some packets will be routed to PEs, that do not have
receivers for the traffic.
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Fig. 1. L3VPN scenario

C. Source Routing with In-packet Bloom Filters

As shown in LIPSIN [3], source routes and trees can
be efficiently encoded into the packet header using Bloom
filters [9] and locally naming links instead of nodes. Once
the path or tree is determined, the forwarding identifier,
called zFilter (zF), is formed by compressing the set of
link identifiers into a Bloom filter.

A link identifier is a fixed length, m-bit long string, with
k bits set to one, where k < m, and m is relatively large.
With m = 256 and k = 5, we get ~ m!/(m — k)! ~ 1012
different link identifiers, making link identifiers statisti-
cally unique (assuming the k set bits are randomly dis-
tributed). Each node has a function Z(L, I'), which is used
to compute the link identifier based on local information
L and some information I from the packet header. We
describe two variants of the Z-function at the end of this
section based on LIPSIN [3] and Zformation [10].
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Fig. 2. Forwarding with zFilters

To construct a zFilter, a binary OR over all the link
identifiers forming the tree T"is computed (see Fig. 2). The




source uses the resulting zFilter Z7 to send packets along
the delivery tree 7T'.

The forwarding node makes a forwarding decision for
each of the outgoing link o by checking if the zFilter Zp
contains the Link Identifier L,, i.e. if (Zp A L,) = L,. If
this is the case, the packet is sent out of that interface. If
the zFilter contains multiple outgoing Link IDs, then the
packet is forwarded to each of them, resulting in multicast.

Bloom filters have false positives. In zFilter forwarding,
this results in some additional packets to be delivered in
the network, typically over one link. The probability of
this increases when more links are added to a zFilter. For
quantitative analysis, we refer to [3]. Shortly, the analysis
there revealed that around 35-40 links can be placed
into a 256-bit zFilter to achieve at least 90% forwarding
efficiency (the rate of useful traffic).

A simple Z(L, I) merely has a static pre-computed link
identifier L for each link. As we show in [3], the number
of false positives can be reduced using for each outgoing
link a set of possible link identifiers and allow the packet
to carry a value that decides which one of them to use.
In [10], we show that storing and using a key as the local
input value, we can achieve constant sized forwarding
table and increase security. For example, the link identifier
calculation can be based on the flow information (IP 5-
tuple), the incoming interface, and the actual key. This
means that the zFilter is only valid on its intended path,
only for a specific time, and only with the given 5-tuple.

III. MPSS ARCHITECTURE

In this section, we describe both IP and zFilter-based
signalling mechanisms for setting up stateless, multicast-
friendly, MPLS-like forwarding structures. Three tasks
should be handled by the following signalling processes:
a) computing a path/tree on the graph of the network,
b) computing a zF representation of it, and optionally, c)
allocating resources.

Path/tree computation can be handled by existing MPLS
technologies. The zF creation can either be co-located
with the tree computation or alternatively, we can use a
reverse path zFilter collection (zF-c) field in the signalling
messages. In an initially empty zF-c field, routers add the
incoming interface’s link IDs by ORing it with the existing
zF-c. Finally, resource allocation can be done with an
RSVP process.

A. Merging zFilters and MPLS

MPLS packet forwarding requires state in the network.
The unicast path setup is trivial, but with multicast the tree
setup and modification gets very complex. By replacing
MPLS labels with zFilters, the data plane is stateless and
natively supports multicast. Thus, we can avoid a lot of
complexity, especially with multicast.

In MPLS, connection setup with RSVP is done by a two
way message exchange on the explicit path of the LSP.

This same signalling exchange is used for both reserving
resources and setting up forwarding tables. When using
zFilters, the forwarding tables can be left untouched. The
resource reservation requires some minor modifications,
mainly in how the packet is handed from the forwarding
layer to the control plane processing.

B. Resource allocation in MPSS

Resource allocation is one fundamental building block
for Traffic Engineering. In this section, we propose ex-
tensions to RSVP-TE to be able to handle zFilters. We
describe two alternatives; in one alternative, the signalling
messages are routed by IP; in the other, by zFilters.

Alternative a)
fwd-p = zF + zFc
fwd-r = zF
Alternative b)
fwd-p = IP + ERO + zF-c
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Fig. 3. Resource Allocation at P router

In Figure 3, the RSVP operation on a P node is depicted.
When the RSVP Path message enters the P node, it is
handed to the control plane, where the requested resource
is tentatively allocated, and the packet is forwarded further.
At the egress PE, the RSVP Resv packet is sent for con-
firming the tentative allocations. If the requested resource
is not available on some router, the Path packet is not
forwarded, but a failure notification (PathErr) is sent back.

While with IP-based signalling (Figure 3, Alt. b) the
packet is sent hop-by-hop according to the path described
in the ERO object, with zF-based signalling (Alt. a) we
use two types of node-internal, well-known control LIDs:
Blocking (CLID-b) and non-blocking (CLID-n). When a
CLID-b is included, the packet is not forwarded out of the
node until approved by the control layer, but with CLID-
n, the packet is multicasted simultaneously to the control
layer and to all outgoing interfaces matching the zF. For
all Path- ackets, the CLID-b is ORed with the zF, and for
reverse direction packets (Resv, PathErr), the CLID-n is
included.

C. Setting up MPSS paths

In the following proposals, the control of the tree setup
is always at the ingress PE, making it more flexible to
add or remove receiving PEs from the point-to-multipoint
delivery tree than with a solution relying on branch points
inside the network. This requires that the source should



be able to store the unicast zFilters of each branch to
egress PEs on the tree. The multicast zF is computed by
the simple method of ORing together the unicast zFs.

Due to broken links, or other events, it may be possible
that the data traffic needs to be re-routed. To handle these
cases, we can use the methods defined in [11].

zFilter Distribution Protocol. Like in LDP’s ordered
control, PEs advertise themselves to their neighbors. Each
router, receiving a PE advertisement, forwards it further
to its neighbors if the packet arrived via the shortest
path according to its IP routing information. Each adver-
tisement contains a zF-c field and other PEs will store
the collected unicast zF from the received advertisement.
Using these unicast zFs, the PEs can compute also any
point-to-multipoint shortest path trees.

The ingress PE initializes resource allocation (see Fig-
ure 3), by sending the Path packet towards the egress
PE, with CLID-b included in the zF. Whenever resource
allocation is not needed, the computed zF can be used
immediately.

Path Request with RSVP is initiated by the ingress PE
with a Path packet, containing the explicit path (computed
locally or remotely) in the ERO object and a zF-c field
(Figure 3, alt. b). Once the Path arrives to the egress PE,
it will reply with the Resv packet, using the collected
zF. This packet contains also the zF-c field collecting the
data forwarding zF. As for point-to-multipoint trees, each
branch has to be requested separately, resulting in unicast
zFs to the egress PEs, which should be ORed together in
the last step.

However, if there is no need for resource allocation, the
requested bandwidth is set to zero, and there is no need for
the Resv packet to be handled at the control layer.

The Existing Topology Information, collected e.g.
with OSPF-TE, can be used by the ingress PEs to calculate
zFs to other PEs, without a need for an explicit setup
packet. The Link ID information needed for zF creation
can be either be distributed using a modified OSPF-TE, or
alternatively, calculated using a well-known algorithm.

If there is no need for resource reservation, the calcu-
lated zFs can be used immediately for data traffic. Other-
wise, the ingress PE should initiate the RSVP process.

IV. MPSS BASED MULTICAST VPNs

In this section, we show a use case for MPSS. We
discuss how Multicast VPN services can be offered by
installing MPSS into the service provider’s network. The
reference architecture is shown in Fig. 1. The traffic in the
customer sites is IP traffic; zFilters are used for forwarding
in the provider’s network.

Similar to current designs, we employ a hierarchy of
labels (see Section II-B). In our system, the outer label is a
zFilter, while for the inner labels we keep the MPLS label.

A. Control plane

The control plane is responsible for two tasks. The
first task is to build paths and trees inside the provider’s
network. Sec III discusses a few different options.

The other task is to advertise the customers’ routing
information through the provider’s network. As we use
MPLS labels for demultiplexing in the egress PEs, the
control plane of current VPN deployments can be readily
used. For advertising unicast routes, BGP does not require
any further extensions. As a result, PEs will distribute the
routes in the customer networks, and the VRFs will be
correctly set.

In the multicast case, from the options the current spec-
ifications offer, a membership distribution protocol should
be chosen which allows explicit tracking of receivers. The
source PEs will be always aware of the receiver PEs for a
given multicast group, and therefore they can always use
an appropriate zFilter for forwarding inside the network.

B. Data plane

When a PE receives a unicast IP packet destined to a re-
mote site, it checks its corresponding VRF, and determines
the egress PE and the inner label. It attaches the inner label
to the packet, and a zFilter to reach the specific PE. The P
routers then forward the packet based on the zFilter. When
the egress PE is reached, it removes the zFilter and checks
the MPLS label. Based on the decision, it forwards the
original IP packet to its correct destination network.

Multicast works in a similar way. When receiving an
IP multicast packet destined to remote networks, the PE
labels it with an inner label communicated by the control
plane and a zFilter to reach the PEs with receivers, or
alternatively, the PE that serves the rendezvous point for
the particular group.

C. Pushing back secured forwarding state to the CE

Typically, a single PE router serves multiple customer
networks and therefore the routing decisions and encapsu-
lation would impose huge load that might not be accept-
able in some settings (eg. consider a PE with serving 100
separate VPNs). To reduce the load, the PE may pass back
the computed zFilter to the CE. Once the CE receives the
zFilter, it is be responsible for mapping the IP 5-tuple to
the zFilter, and labelling the packet.

Now, the packet will already contain the zFilter and the
inner label when it travels through CE-PE link. Conse-
quently, the packet can be forwarded in the PE through
the fast path.

The zFilter needs to be computed based on the IP 5-
tuple and also, based on the VPN label. This ensures that
a malicious CE cannot send packets to destinations, other
than the one it got the permission from. As the zFilter is
also bound to the VPN label, the CE cannot send packets
to other VPNs. Additionally, the zFilter calculated for the
customer flow can also depend on the QoS bits in the IP



header. In an attempt of an attack (ie. modifications in the
packet header), the packet is quickly discarded without
reaching the destinations.

Every time when the routing information for a specific
unicast route or for a multicast group changes (receivers
join or leave), the information pushed back to the CE
should be renewed. Upon change, the PE may install a
flow filter that matches the old zFilter. A match here causes
the packet to be processed on the slow path.

D. Discussion

The main benefit of using zFilters in the data plane that
P routers can be quasi-stateless. Their number of state
entries does not depend on the number of PE routers,
neither on the number of (Multicast VPNs), nor the num-
ber of trees they participate in. As shown in [3], the
quasi-statelessness has no penalty in unicast and sparse
multicast traffic with 256-bit long zFilters. Also, it comes
with acceptable bandwidth inefficiency until 20 receivers
in large operator networks. These results, together with the
measurements carried out in [12], show that MPSS can be
an attractive alternative to MPLS for deploying Multicast
VPNEs.

With the ability to push back the result of the routing
decisions to CEs, costly upgrades of PE routers can be
delayed, as the processing load on them will be reduced.
With the ideas from [10], we can ensure that the zFilter and
the VPN label cannot be modified without being noticed.

V. EARLY IMPLEMENTATION EFFORTS
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Fig. 4. Elements implemented in Click

Currently we are implementing the data plane on
Click [13]. Figure 4 shows the router configuration that
models the behavior of a simple P router. FromDevice and
ToDevice elements are the input and output interfaces of
the router. Incoming packets are painted (Paint) according
to input interface. IBFIPMarker annotates the packet with
the position of flow information, in this case the IPv4

source and destination addresses. IBFSwitch uses the flow
information and the incoming port annotations and the
actual key (K) and also reads the actual zFilter from the
packet. Based on these, the outgoing LID is calculated
and matching outputs are annotated to the packet. Multi-
castSwitch reads the output annotation and replicates the
packet to specific output queues.

VI. RELATED WORK

One category of related work contains the works that
aim to reduce label consumption in MPLS networks, and
the other contains some relevant alternative forwarding
architectures.

Label space reduction. RFC 5439 [14] presents a thor-
ough scaling analysis in MPLS networks, concerning the
amount of unicast LSPs and forwarding plane state. The
analysis shows that in large networks traffic engineered
multipoint-to-point (mp2p) LSPs are desirable, in con-
trast to hierarchical LSPs and traditional label swapping.
In [15], the goal is to create a minimal number of mp2p
LSPs from a given set of unicast ones. Though this is
NP-complete, online and offline merging algorithms were
given, and the label space usage was reduced to 30% in the
offline case (with worse results for the online scenario). An
offline algorithm is proposed in [16], based on mp2p trees,
and strict upper bounds for the minimum number of labels
required are proved. If more than one label is allowed in
the packet, algorithms can be designed to minimize the
number of labels for a given label stack size, or for a given
label space to minimize the stack size [17].

Edge Router Multicasting [18] is a technique to build
point-to-multipoint (p2mp) trees from unicast LSPs in a
way that branching only occurs at the edge nodes. While
the state requirements in the core are the same as in the
unicast cases, the bandwidth usage cannot be optimal in
this method. Solano et. al propose the usage of asymmetric
tunnels, and an offline [19] and an online algorithm [20]
based on them for reducing the label space usage of p2mp
LSPs. Finally, they reduce packet overhead by combining
the concept of tunnels with label merging in [21], requiring
a single label per packet. Further example of label aggre-
gation for multicast is [22].

The work in [23] summarizes the mechanisms of traffic
aggregation in MPLS-based VPN, and presents a simple
analytical model for the bandwidth and state trade-off. As
a difference, in MPSS each multicast group in each VPN
can have its own tree in the network.

Compared to the related work, we use longer packet
headers to be able to drastically reduce the label space
usage. Recently, it has been argued that longer packet
headers are not necessarily infeasible [24]. Also, the label
is unchanged when the packet is forwarded in the core.

Alternative routing and forwarding architectures.
The authors in [25] argued to use IP for forwarding in
the VPN scenarios. However, in multicast, the intrinsic



problems of state and bandwidth appear. Historically,
MPLS was also born as an alternative forwarding archi-
tecture [26]. The idea of separating routing and forwarding
is also present in other future networking proposals [27].
The concept of pathlets also has similarities to MPLS-like
forwarding, though used in the inter-domain setting [28].
There are two relevant works connected to our proposal
of pushing back the state to the CEs. The flow routing
paper by Roberts [29] propose forwarding state for each
flow. Still, the routing is done only once, and the flow state
is added on the fly. Our work can be seen as a similar type
of routing, but without the need of costly forwarding table
entries inside the provider’s network. A recent proposal,
ICING [24] also ensures that the forwarding identifier
constructed can only be used along its approved path.

VII. FUTURE WORK AND CONCLUSIONS

In this paper, we have introduced MPSS, a stateless
and flexible packet forwarding architecture. The data
plane technology can be controlled by slightly extending
(G)MPLS control plane protocols. When installing it as
a forwarding plane for service provider networks offering
Multicast VPN, its quasi-statelessness is the key for scal-
ability and maximizing revenue.

We will continue our work on MPSS architecture in sev-
eral aspects. In the architecture front, one of our goals is
to extend the architecture to multi-domain environments.
One track of research is in extending the presented MPSS
solution with virtual links, providing better performance
by adding only a small amount of state. We further plan to
explore the issues with forwarding plane security. Also, we
would like to examine inter-operability issues with MPLS.

Our on-going efforts are to build a proof-of-concept
prototype for the L3VPN use case, where the data plane
functionalities of CE, PE and P routers are implemented
in Click. The control plane features will be implemented
by extending DRAGON [30].
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