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Title:
Communication Layer for Internet of Things/Machine-to-machine networks.

Content: Contains the Deliverable Information, source code and binaries of the prototype. It
also contains three theses that contain extra relevant information.

Impact: Most visions of the Future Internet of Things use centralize approaches to the use
of sensors and actuators. We have developed a prototype for the decentralization of this
elements.
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1. Introduction

Machine-to-machine (M2M) communications is a field of research expected to grow in
the following years. New business opportunities arise in this area. Nearly all Machine-to-
Machine (M2M) architectures today are based on some types of centralized elements.
The centralized elements are often physical servers that provide a set of functionalities
for sensors and actuators in M2M networks. The provided functions can be, for
example, functions that provide protocol conversion, or monitoring and controlling
facilities.

Well known structured P2P networks, for instance by means of a Distributed Hash Table
(DHT), present great synergy possibilities with M2M, in particular in the Wireless Sensor
Networks (WSN) Area. M2M scenarios in which sensors become more autonomous and
self-reliant, independent from a centralized decision-making entity can benefit from the
use of DHTs. The goal of this work in ICT-SHOK is to create building blocks for such
M2M architectures that reduce network's dependency of centralized elements. The
dependency is reduced by shifting functionalities from centralized elements to sensor
and actuator devices which can be considered as edge-devices in M2M networks. The
resulting M2M network architecture is referred to, in this context, as autonomous M2M
network:

Task: Machine-to-machine Communication Enabler

A software module for distributing Sensor and Actuator Information, named Machine-
to-machine Communication Enabler (M2MCE), has been designed and
implemented. The M2MCE runs on top of a DHT, more specifically Chord. It
leverages the distribution offered by the structured P2P topology and the centralized
control offered by the M2M Network. The M2MCE offers also a Distributed
Rendezvous Service to locate nodes in the overlay in a similar fashion as a
Distributed Name Service (DNS) operates. In addition, it also offers a node
information database, performing caching of the sensor information in the overlay
itself. This is important since it enables energy efficiency in the sensor nodes and
provides a common knowledge base of sensor information. The M2MCE bridges two
functionalities offered by the M2M network: proxying and monitoring.

The proxying functionality is placed in the border of a Wireless Personal-Area
Network (WPAN) and a Wireless Wide-Area Network (WWAN). It is noteworthy, that
the proxy itself runs on a moderate edge device, as opposed to being run on a
centralized physical server. This is possible since the Proxy itself is part of the DHT
and runs the M2MCE. The proxy enables communication between the devices in
WPAN (e.g., ZigBee) and the devices in WWAN (e.g., 3G) by means of specific
proxying software and the M2MCE.
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A key feature of the monitoring and controlling software is that it does not have to be
continuously present in a M2M network, like most of the monitoring and controlling
applications today. The monitoring and controlling facility provides information about
the devices in the M2M network and to allow the manipulation of devices
configuration parameters.

The research was carried out in scope of the Master’s Thesis “Adapting a DHT
(Distributed Hash Table) to a Self-Reliant M2M (Machine-to-Machine) Network” [1]. Two
other thesis address the management “Management of Decentralized DHT Based M2M
Network” [2] and the proxy “A Proxy for Distributed Hash Table based Machine-to-
Machine Networks” [3]. They are all publicly available but included in the deliverable for
ease of access.

We provide the procedure for installation and execution of the software in this
document, and the thesis should be referred for complete description of the software
modules. The network architecture for the autonomous M2M network given below for
quick reference.

2. Software and Hardware Specification

The complete specification of the hardware and software used in the testbed are given
in Section 4 of [1].

3. Deliverables

The deliverables consist of the following items:

v A document describing the project and the deliverables (i.e. this document)
v Source code for M2MCE module
% p2p-ce : M2MCE module
+  p2p-ce/m2m: M2MCE application.
p2p-ce/CoAP: CoAP module (jJCoAP source, not Ericsson’s).

+ p2p-ce/BouncyCastle: Cryptographic module (Bouncy Castle source, not
Ericsson’s).

p2p-ce/P2pSipSE: DHT binaries. Other DHT’s might be used.

v Pre-built binaries and configuration files for the above software modules are also
provided for connivence (since the software uses Java, the binaries are readily
usable). We also include pre-built binaries for monitoring and controlling module:

+  M2mManager.jar
+ snmp4j-1.11.3.jar



m2m.jar - this is for simulated WNs at bootstrap server - it automatically
joins DHT P2P on launch.

+  M2mCeRmilnstance_nodJoin.jar - this for all other devices - wn/pn/mcn - it
does not automatically joins DHT P2P, but awaits for snmp-agent/shell to
invoke join().

v Some Expect scripts for automation of execution of testbed-software

All the items packaged in a zip file.

4. Installation

As mentioned in [1], there are 4 different types of devices in the network - WideArea
Node (WN), Proxy Node (PN), Local Node (LN), Monitoring and Controlling Node
(MCN). In addition, the testbed has a P2P Bootstrap-Peer devices which runs simulated
WNs (the number of simulated WNs is configurable via command line). Bootstrap peer
machine also hosts a Smart-M3 Knowledge Process necessary for providing command
line interface for humans (henceforth we will refer to this as Smart-M3 Client). Hence,
there are 6 different type of devices in the network. The software to be installed (directly
copied from the zip-file) onto these devices depends upon the type of device:

= Bootstrap Peer device

v This device also hosts Smart-M3 Client

v Under ${INSTALL_DIR}/
m2m.jar
M2mManager.jar
mcnlaunch (expect script to automatically launch MCN)
p2pm2m_demo.sh (expect script to automatically trigger the whole demo)
pnlaunch (expect script to automatically launch PN)
start_m3.sh (expect script to automatically launch Smart-M3 client)
wnlaunch (expect script to automatically launch WN)
client.policy (for Java socket access permissions)
server.policy (for Java socket access permissions)

v ${INSTALL_DIR}/platform : install the Smart-M3 platform [6] here using the
procedure described in the setup document in [6]

= WideArea Node (WN)



v Under ${INSTALL_DIR}Y

M2mCeRmilnstance_nodJoin.jar
M2mManager.jar

TestAgentM2mMIBConfig.properties (file to configure default SNMP MIB
values)

log4j.properties (to control log4j trace level)
start_m2m.sh (expect script to automatically launch WN)
wn101.txt (file to configure P2P attributes)

client.policy (for Java socket access permissions)

server.policy (for Java socket access permissions)

v ${INSTALL_DIR}/../platform : install the Smart-M3 platform [6] here using the
procedure described in the setup document in [6]

= Proxy Node (PN)
v Under ${INSTALL_DIR}/

M2mCeRmilnstance_nodJoin.jar
M2mManager.jar

TestAgentM2mMIBConfig.properties (file to configure default SNMP MIB
values)

log4j.properties (to control log4j trace level)
start_m2m.sh

wn100.txt (file to configure P2P attributes)
client.policy (for Java socket access permissions)

server.policy (for Java socket access permissions)

v ${INSTALL_DIR}/../platform : install the Smart-M3 platform [6] here using the
procedure described in the setup document in [6]

= Local Node (LN)

v Upload DemoXbee.pde using the Ardurino IDE (provided in labsetup/pn/)

= Monitoring and Controlling Node (MCN)
v Under ${INSTALL_DIR}Y



M2mCeRmilnstance_nodJoin.jar

snmp4j-1.11.3.jar

start_mcn.sh (expect script to automatically launch MCN)
wn102.txt (file to configure P2P attributes)

client.policy (for Java socket access permissions)
server.policy (for Java socket access permissions)

The following files need to be updated with the IP address, interfaces, user id and
passwords of the respective devices - p2pm2m_demo.sh, wn100.txt, wn101.ixt, ,
wnlaunch, pnlaunch, mcnlaunch (self evident in the last 3 scripts). For files
p2pm2m_demo.sh, wn100.txt, wn101.ixt, the following two fields need updation:

‘interface; <interface of local machine for communication e.g. ethO>

‘bootstrapPeerlP; <IP address of bootstrap peer>

5. Execution Procedure

The execution of test setup is flexible, and the startup is typically done as shown in
Flgure 3.

- The demo is started by launching p2pm2m_demo.sh on the bootstrap peer
device (shown in Figure 3).

- The MCN interface can be used to check and enable/disable SmartM3 on
various devices like WNs and PNs (shown in Figure 5).

- The command /sn can be used to use the bookkeeping feature and list
available devices. The information is updated automatically as devices join/
leave. (shown in Figure 4,5,6).

- The Smart-M3 client interface can be used to interact with the resources on
WN/PN/LN via Smart-M3 SIB (shown in Figure 6).

The snapshot’s shown below illustrate the system working. Please note the title on
terminal to identify the device type - PN/ WN / MCN / Bootstrap / SmartM3-Client.
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@ ®® Bootstrap Peer + SmartM3 Client

File Edit View Search Terminal Help

m2m@server :~/Desktop/M2MCE$
m2m@server:~/Desktop/M2MCE$ ./p2pm2m_demo.sh

Enter number of simulated P2PM2M nodes to generate > 2
Launching Bootstrap Server in new terminal

Launching Simulated P2PM2M Nodes with 5 seconds intervals in new terminal...
Launching SmartM3 sibd...

Launching SmartM3 sib-tcp...

Launching SmartM3 whiteboardd...

Launching PN in new terminal...

Launching WN in new terminal...

Launching MCN in new terminal...

Launching SmartM3 Client...

Starting SmartM3 Client...

[M3 Client] Subscribed for list of resources...

m3>

Pro ode
File Edit View Search Terminal Help

root@overo:~# cd latest/pn/

root@overo:~/latest/pn# ./start_m2m.sh

Starting M2MCE...

Starting SNMP Agent...

Node Name in MIB file is : ""

[SNMP] Node Name provided by MIB is used : wnl00
[SNMP] DHT joined by M2MCE on trigger from SnmpAgent
Stable Library

Native lib Version =
Java lib Version = 7

1 [Thread-16] ERROR com.nomadiclab.wpan.LocalXBeeStream - Coordinator failed in
starting up.

[PN] java RMI registry created at 2099 for binding Proxy

[PN] Proxy binded with RMI registry with name Proxy

[SNMP] The type of node is PN, hence Proxy object created by SnmpAgent

[PN] Proxy joined in the DHT

[PN] CoAPClientServer listening at port 5683.[SNMP] The IP address of bootstrap
peer is 192.168.1.2

[SNMP] Created resource "motionDetectorl” at shell based on MIB

[SNMP] Created resource "ledl" at shell based on MIB

RXTX-2.1-7
RXTX-2.1-

pn-wn100> []

File Edit View Search Terminal Help

spawn /usr/bin/ssh -X -1 root 192.168.1.4
root@192.168.1.4's password:

Last login: Fri Apr 8 ©9:49:33 2011 from server.local
root@overo:~# cd latest/mcn

root@overo:~/latest/mecn# ./start_mcn.sh

mcn-wn101> [

5] Bootstrap Peer + Sma... [-] [Bootstrap Peer]

Figure 3 : System Startup using the automation scripts

43 Applications Places System [] g

File Edit View Search Terminal Help
Launching WN in new terminal...

Launching MCN in new terminal...

Launching SmartM3 Client...

Starting SmartM3 Client...

[M3 Client] Subscribed for list of resources...

List of available commands is:
-list | 1 List the available commands
-listresources | lsr List the resouces in smart space
-getvalue | getv Get the value of a resouce

<resource> Name of resource
-observe | obs Subscribe for a resouce value
<resource> Name of resource

m3> []

] [Simulated Node 1] ] [Simulated Node 2] 1 Proxy Node 1

File Edit View Search Terminal Help
Stable Library

Native lib Version = RXTX-2.1-7

Java lib Version RXTX-2.1-7

1 [Thread-16] ERROR com.nomadiclab.wpan.LocalXBeeStream - Coordinator failed in
starting up.

[PN] java RMI registry created at 2099 for binding Proxy

[PN] Proxy binded with RMI registry with name Proxy

[SNMP] The type of node is PN, hence Proxy object created by SnmpAgent

[PN] Proxy joined in the DHT

[PN] CoAPClientServer listening at port 5683.[SNMP] The IP address of bootstrap
peer is 192.168.1.2

[SNMP] Created resource "motionDetectorl” at shell based on MIB

[SNMP] Created resource "ledl" at shell based on MIB

Simulator ready.

pn-wn160> 1

The list of commands is:
listcommands (short form : 1sc/1)
listresources (short form : 1lsr)
listassociations (short form : lsa)
trigger <sensor name> (short form : trig <sensor name>)
get <node> <sensor>  (short form : get <node> <sensor>)

pn-wnl00>

] Bootstrap Peer +Sma... [-] [Bootstrap Peer]

=] [Simulated Node 1] =] [Simulated Node 2] ] Proxy Node 1

=] Monitoring and Contr...

@ ®® Monitoring and Controlling Node (MCN)

File Edit View Search Terminal Help

spawn /usr/bin/ssh -X -1 root 192.168.1.4
root@192.168.1.4's password:

Last login: Fri Apr 8 ©9:49:33 2011 from server.local
root@overo:~# cd latest/mcn

root@overo:~/latest/mcn# ./start_mcn.sh

mcn-wn161> 1
List of available commands is:
-list 1 Lists all the available commands
-listnodes lsn Lists all the nodes in network
-listresources lsr Lists all the resources at a node
<Node> Name of Node e.g. nodel6®
-listassociation lsa Lists all the associations for sensors at a Node
<Node> Name of Node e.g. nodel6®
-setassociation Associates a sensor with an actuator
<Src Node> Name of Node hosting sensor e.g. nodele®
<sensor> Name of sensor e.g. temperaturel
<Dest Node> Name of Node hosting actuator e.g. nodel6®
<actuator> Name of actuator e.g. alarml
-resetassociation | reseta Removes an association between sensor and actuator
<Src Node> Name of Node hosting sensor e.g. nodel0@
<sensor> Name of sensor e.g. temperaturel
-addresources | addr Adds a sensor or actuator to a node
<Node> Name of Node e.g. nodel6®
<resource> Name of the sensor or actuator
<sensor/actuator> Type of resource to be added: sensor/actuator
-rmresources | rmr Removes a sensor or actuator from a node
<Node> Name of Node e.g. nodel6®
<resource> Name of the sensor or actuator
-getipfromname getip Displays IP address for the given Node
<Node> Name of Node e.g. nodel6®
-changeLogLevel cll Dynamically change log level for Node
<Node> Name of Node e.g. nodel6®
<Level> Level can be off, debug, info, error
-checkSmartM3 Enable SmartM3 for the given Node
<Node> Name of Node e.g. nodel6®
-enableSmartM3 Enable SmartM3 for the given Node
<Node> Name of Node e.g. nodel6®
-disableSmartM3 Disable SmartM3 for the given Node
<Node> Name of Node e.g. nodel6®

mcn-wn101> []

=1 Monitoring and Contr...

Figure 4 : Displaying the available commands on different devices
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@ ®® Bootstrap Peer + SmartM3 Client

File Edit View Search Terminal Help
Launching SmartM3 sibd...

Launching SmartM3 sib-tcp...

Launching SmartM3 whiteboardd...

Launching PN in new terminal...

Launching WN in new terminal...

Launching MCN in new terminal...

Launching SmartM3 Client...

Starting SmartM3 Client...

[M3 Client] Subscribed for list of resources...

List of available commands is:

-list | 1 List the available commands

-listresources | lsr List the resouces in smart space

-getvalue | getv Get the value of a resouce
<resource> Name of resource

-observe | obs Subscribe for a resouce value
<resource> Name of resource

m3> [M3 Client] New Resource detected in the smart M3 space
Resource:
: Resource 692d090a-1334-4dd2-ace8-fd94144dad45
: motionDetectorl
: The resource description goes here
: http://p2p4m2m/m3Network#sensor
- Location: 66.21,24.66,30.60

[M3 Client] New Resource detected in the smart M3 space
Resource:
: Resource ef023410-f663-48bd-b84e-702bdeces8oca
: ledl
: The resource description goes here
yp! : http://p2p4m2m/m3Network#actuator
Location: 66.21,24.66,30.0

LcEloety Resource 692d096a-1334-4dd2-ace8-fd94144dad45)

m3>
[M3 Client] The value of resource is:

- ID : Resource 692d090a-1334-4dd2-ace8-fd94144dad45
- Value : No motion detected

0

Monitoring and e
File Edit View Search Terminal Help
mcn-wnle1>
mcn-wnl01>
mcn-wnl01>
mcn-wnlel>
mcn-wnlel>
mcn-wnlel>
mcn-wnle1l>
mcn-wnle1>
mcn-wn101>
mcn-wn101>
mcn-wn101>
mcn-wn101>
mcn-wnlol>
mcn-wnlel>
mcn-wnl61>
mcn-wnl€1>
mcn-wnl01>
mcn-wnl01>
mcn-wnl01>
mcn-wnl01>
mcn-wnlel>
mcn-wn1€1> lsn
Printing Book:
Book {
PN: [0 | wn® | 192.168.1.2:7600 | 1322671018334 | 0]
PN: [0 | wn2 | 192.168.1.2:76010 | 1322671021923 | 0]
PN: [0 | wn16O | 192.168.1.3:7099 | 1301729711148 | 0]
PN: [0 | wn161l | 192.168.1.4:7099 | 1302253212426 | 0]

mcn-wnl@1l> cm3 wnl6e

SmartM3 status is DISABLED

mcn-wnl€l> em3 wnl€O

SmartM3 status enabled successfully!

mcn-wnl01>

mcn-wnl01>

mcn-wnl01>

mcn-wnl01> cm3 wnl0O

SmartM3 status is ENABLED

mcn-wnlel>

mcn-wnlel>

mcn-wnle1l>

mcn-wn1€1> listresources wnl6@

The following resources are present at the node "wn1€e" :
- motionDetectorl (type: sensor)
- ledl (type: actuator)

mcn-wn101> ﬁ[p

T [ Bootstrap Peer +Sma... [=] [Bootstrap Peer] =1 [Simulated Node 1]

Figure 5: Using M2MCE to get value of a resource on WN device
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©®® Bootstrap Peer + SmartM3 Client

File Edit View Search Terminal Help
- Value : No motion detected

m3>
m3>
m3> [M3 Client] New Resource detected in the smart M3 space
Resource:
: Resource ael4d824-12c5-4a43-af92-aa09d7138d5c
: motionDetectorl
: The resource description goes here
: http://p2p4m2m/m3Network#0
- Location: 60.21,24.66,30.0

[M3 Client] New Resource detected in the smart M3 space
Resource:
- ID : Resource edc86de5-0a03-4257-a46c-5c32877e7f01
- Name : ledl
- Desc : The resource description goes here
- Type : http://p2p4m2m/m3Network#1
- Location: 66.21,24.66,30.0

[M3 Client] New Resource detected in the smart M3 space
Resource:
: Resource f8bebefa-dle9-41c3-88ac-e671e49060c2
: gps
: The resource description goes here
: http://p2p4m2m/m3Network#0
- Location: 66.21,24.66,30.60

[M3 Client] New Resource detected in the smart M3 space
Resource:
: Resource 92410295-a093-49e8-abbf-9ccdde04b596
: temperature
: The resource description goes here
yp! : http://p2p4m2m/m3Network#0
Location: 66.21,24.66,30.0

LcElgety Resource 92410295-a093-49e8-abbf-9ccdded4b596)

m3>
[M3 Client] The value of resource is:

- ID : Resource 92410295-a093-49e8-a6bf-9ccdde04b596
- value : 29

0 3

=] [Simulated Node 2] =] [Proxy Node 1]

T [ Bootstrap Peer +Sma... [=] [Bootstrap Peer] =1 [Simulated Node 1]

=] [Simulated Node 2] =] [Proxy Node 1]

=] Monitoring and Contr...

Monitoring and Contro e
File Edit View Search Terminal Help
mcn-wnl01> lsn
Printing Book:
Book {
PN: [0 | wn© | 192.168.1.2:7600 | 1322671018334 | 0]
PN: [0 | wn2 | 192.168.1.2:76010 | 1322671021923 | 0]
PN: [0 | wn1l€O | 192.168.1.3:7099 | 1301729711148 | 0]
PN: [0 | wn1l@l | 192.168.1.4:7099 | 1302253212426 | 0]

mcn-wn101> cm3 wnl6e
SmartM3 status is DISABLED
mcn-wn101> em3 wn10@
SmartM3 status enabled successfully!
mcn-wnlol>
mcn-wnlel>
mcn-wnl61>
mcn-wnl€l> cm3 wnlee
SmartM3 status is ENABLED
mcn-wnl01>
mcn-wnl01>
mcn-wnl01>
mcn-wn1€1> listresources wnl6@
The following resources are present at the node "wn1€e" :
- motionDetectorl (type: sensor)
- ledl (type: actuator)
mcn-wnle1l>
mcn-wn101>
mcn-wn101>
mcn-wn101>
mcn-wn101> lsn
Printing Book:
Book {
PN: [0 | wn© | 192.168.1.2:7600 | 1322671018334 | 0]
PN: [0 | wn2 | 192.168.1.2:7010 | 1322671021923 | 0]
PN: [0 | wn160 | 192.168.1.3:7099 | 1301729711148 | 0]
LNs:
6[0 | wn16e.1ne | 192.168.1.3:7699 | 1301730825338 | 6]
PN: [0 | wn1l@1l | 192.168.1.4:7099 | 1302253212426 | 0]
}

mcn-wn1€1> lsr wnl€e.1lne

- motionDetectorl (type: sensor)
- ledl (type: actuator)
- gps (type: sensor)
- temperature (type: sensor)
mcn-wn101>
mcn-wn101> []

The following resources are present at the node "wn1€6.lne" :

=] Monitoring and Contr...




Figure 6: When LN joins the system, PN is responsible for representing LNs resource in
Smart-M3 SIB, and, using Smart-M3 Client to get value of a resource on LN device

(which is handled by PN)

6. Common problems in installation and execution

3 problems seen: sofia Java lib on Cacao JVM, Armstrong linux X11 issues, SmartM3
platform build issue.

v Cacao JVM has some issue due to which the wrapper Java libraries for Smart-

M3 platform, smartm3-javakpi [4], developed under the European Project SOFIA.
Hence, a modification is required in the file KPICore.java, function send() - we
need to remove half-duplex-closing of TCP socket using APl shutDownOutput().
Due to some issue with the JVM, the complete TCP socket was closing on
invoking this API.

The WN/PN devices uses Angstr(")m Linux Distribution [5],and it has an issue with
X11 initialization during execution of “sibd” process (even though X11 is not
actually used). To fix this, we need to set DISPLAY environment variable to a
value (exact “value” is not important, just setting of the env variable). Currently,
we are doing this in Expect scripts.
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